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Disclaimer of liability

The information contained in these instructions corresponds to the technical status at the time of printing of it and is passed on with the
best of our knowledge. Softing does not warrant that this document is error free. The information in these instructions is in no event a
basis for warranty claims or contractual agreements concerning the described products, and may especially not be deemed as warranty
concerning the quality and durability pursuant to Sec. 443 German Civil Code. We reserve the right to make any alterations or
improvements to these instructions without prior notice. The actual design of products may deviate from the information contained in
the instructions if technical alterations and product improvements so require.

Trademarks
PROFINET is a registered trademark of PROFIBUS Nutzerorganisation e.V. (PNO)

OpenSource
To comply with international software licensing terms, we offer the source files of open source software used in our products. For details

see https://opensource.softing.com/

If you are interested in our source modifications and sources used, please contact: info@softing.com

Softing Industrial Automation GmbH

Richard-Reitzner-Allee 6
85540 Haar / Germany
https://industrial.softing.com
+49 89 4 56 56-340

info.automation@softing.com
support.automation@softing.com
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https://industrial.softing.com/support/support-form
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Chapter 1 - About this guide

1.1

1.2

1.3

About this guide

Read me first

Please read this guide carefully before using the device to ensure safe and proper use. Softing does not
assume any liability for damages due to improper installation or operation of this product.

This document is not warranted to be error-free. The information contained in this document is subject to
change without prior notice. To obtain the most current version of this guide, visit the product website.

Target audience

This guide is intended for experienced operation personnel and network specialists responsible for
configuring and maintaining field devices in process automation networks. Before installing and operating
the smartLink HW-PN make sure that you have read and fully understood the safety requirements and
working instructions in this guide.

Typographic conventions

The following conventions are used throughout Softing customer documentation:

Keys, buttons, menu items, commands and other Open Start > Control Panel > Programs
elements involving user interaction are set in bold font
and menu sequences are separated by an arrow

Buttons from the user interface are enclosed in Press [Start] to start the application

brackets and set to bold typeface

Coding samples, file extracts and screen output is set MaxDlsapAddressSupported=23

in Courier font type

Filenames and directories are written in italic Device description files are located in C:
\<Application name>\delivery\software\Device
Description files

CAUTION
CAUTION indicates a potentially hazardous situation which, if not avoided, may result in
damage or injury.

Note
This symbol is used to call attention to notable information that should be followed during

installation, use, or servicing of this device.

Hint

| This symbol is used when providing you with helpful user hints.

Version EN-082024-1.03 5
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1.4 Document history

Document version Changes since last version
1.00 First version
1.01 =  Minor editorial changes
1.02 = Chapter Resetting the devicel™ added.
= New Live List?* features.
1.03 = Userinterface chapters Settings > CertificatesS™ and OPC UA >
SecuritMD26 added.

1.5 Related documentation and videos

See the following links for additional and related product information:

. Currently not applicable

1.6 Document feedback

We would like to encourage you to provide feedback and comments to help us improve the
documentation. You can write your comments and suggestions to the PDF file using the editing tool in
Adobe Reader and email your feedback to support.automation@softing.com.

If you prefer to write your feedback directly as an email, please include the following information with
your comments:

= document name
= document version (as shown on cover page)

. page number

6 Version EN-082024-1.03
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Chapter 2 - About smartLink HW-PN

2 About smartLink HW-PN

The Softing smartLink HW-PN provides access to the communication system and connects the higher-level
network structure with the field level.

The default configuration allows for a start-up in only a few minutes. In order to prevent network
disruptions by unauthorized configuration changes, all configuration functions are protected by user
administration.

2.1 Intended use

The smartLink HW-PN is designed to be used as a secure access point to PROFINET networks. Any other
use is deemed non-intended use.

CAUTION
Do not use this device in hazardous areas! See Section Technical Data™® for permissible
ambient conditions.

Note
Installation and operation of the smartLink HW-PN must be performed by qualified personnel
only.

2.2 Supported features
smartLink HW-PN supports the following features:
. access to PROFINET devices
Ll access to Softing's aplSwitch Field, pnGate PA and pnGate DP

Ll PLC-independent access to PROFINET networks

2.3 System requirements

To parametrize PROFINET devices with your smartLink HW-PN you will need:

. 18 VDC to 32 VDV power supply
. PC with web browser

. Ethernet cable

. PROFINET cable

Version EN-082024-1.03 7
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2.4 Technical data

Hardware Processor: Altera Cyclone V SoC with dual-core ARM Cortex-A9
Status LEDs: PWR, RUN, ERR, BUS
Real-Time Clock: Real-Time clock with buffering, setting the time via
browser or by NTP server (buffer time depends on conditions such as
ambient temperature and duration of use)

Interfaces Ethernet: 1 x IEEE802.3 10BASE-T/100BASE-TX/1000BASE-T, Connector:
RJ45
PROFINET: 2 x IEEE802.3 10BASE-T/100BASE-TX, Connector: RJ45
Embedded PROFINET 2-port switch for line or ring topology
Protocol: PROFINET RT / IRT, Support of PROFINET redundancy protocols

Supported communication PROFINET, PROFIBUS, FDI communication server (OPC UA)

protocols

Supported PROFINET PROFIBUS Softing: pnGate PA, pnGate DP, aplSwitch Field PA

Proxies

Dimensions (H x W x D) 120 mm x 28 mm x 110 mm

Weight about 430g

Power Supply 18 VDC ... 32 VDC; SELV/PELV power supply mandatory, typical input
current: 200 mA, maximum input current: 1 A (allowing for in-rush
current at switch-on)

Typical Power Loss 5W

Operating Temperature -40 °C ... +65°C (see also Section Installation PositionsJ™ )

Storage Temperature -40°C...+85°C

Relative humidity 10 % ... 95 %, non-condensing

Cooling Convection, no fan

Mounting DIN rail 35 mm

Protection IP20

Altitude intended use must not exceed 2000 m in altitude

Usage location indoor use only; no direct sunlight

8 Version EN-082024-1.03
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2.5

2.5.1

2.5.2

2.6

2.6.1

2.6.1.1

Hardware interfaces

Real-time clock

A real-time clock (RTC)is located on the device, which is used to validate the temporal validity when using
certificates. The real-time clock is buffered so that the real-time clock continues to run in the event of a
brief power failure. The buffer time is limited and depends on various parameters (ambient temperature,
duration of use, ...) and can range from a few hours to several days.

During the initial installation and if the power failure lasts longer than the buffer time, the RTC can be set
using a browser via the web server (see corresponding section: Setting the RTC via browser).

Therefore, a problem with the validity of a certificate may indicate that the real-time clock is not set. It is
recommended to use a time server in the network (NTP server), then the device automatically fetches the
current time (see corresponding section: Activating the NTP server).

Safety precautions

fi CAUTION
During operation, the device's surface will be heated up. Avoid direct contact. When servicing,
turn off the power supply and wait until surface has cooled down.

E E CAUTION
The electronic components of the smartLink HW-PN are sensitive to electrostatic discharges.
Damages due to electrostatic discharge can lead to premature failure of components or
intermittent faults at a later stage. Before installing the smartLink HW-PN, divert the
electrostatic discharge away from your body and the tools used.

Note

Do not open the housing of the smartLink HW-PN. It does not contain any parts that need to
be maintained or repaired. In the event of a fault or defect, remove the device and return it to
the vendor. Opening the device will void the warranty!

Software interfaces

OPC UA

The smartLink HW-PN has an OPC UA server integrated. This server implements the TCP based binary OPC UA
protocol and allows OPC UA clients to connect to it.

FDI communication server

The FDI communication server supports both PROFINET (FCG_TS62769-103-4) and PROFIBUS (FCG_TS62769-
103-1) profiles.

The OPC UA server of the smartLink HW-PN complies with the OPC 30080-7 / FCG TS62769-7 specification
V1.3 "FDI Communication Devices". This specification can be found on the FieldComm Group web page
(www.fieldcommgroup.org) and for download on the OPC Foundation web page (www.opcfoundation.org).

An example of an FDI communication client written in Python is available at:
https://github.com/Softingindustrial/FDICommClient.

Version EN-082024-1.03 9
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2.7 LED status indicators

smartLink HW-PN has four device status LEDs at the top, two connection status LEDs on the web server
port and two on each PROFINET connection port:

RUN R PWR = power supply - refer to next section™"
: RUN = running - refer to next section
ERR = error - refer to next sectionD11
BUS = configuration - displays configuration upload - refer to next section™"

The device status LEDs are permanently on or flash in different colors and frequencies as indicated below:

Symbol  Color Light

® none off

. red permanent

. green permanent

8 red flashing (1 Hz)

Q red flashing quickly (5 Hz)
8 green flashing (1 Hz)

G green flashing slowly (0.5 Hz)
Q green flashing quickly (5 Hz)
O orange (red/green) permanent

@ orange (red/green) green permanent + red flashing (1 Hz)

The Ethernet port LEDs indicate the following behaviour:

Ethernet port LEDs Colour Behaviour
green ON when port has an active link
! yellow FLASHING when there is traffic on the port

The PROFINET port LEDs indicate the following behaviour:

PROFINET port LEDs Colour Behaviour

green ON when port has an active link and FLASHING when there is
! traffic on the port
yellow currently not in use

10 Version EN-082024-1.03
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2.7.1  Status LEDs startup phase

LEDs Meaning

PWR RUN ERR BUS Power Off — check Power supply.

¥ & & &

PWR RUN ERR BUS Power On - 24V DC power supply is ok.

@ ¥ & &

PWR RUN ERR BUS Start up phase (up to 30 seconds).

O ¥ ¥ &

PWR RUN ERR BUS ?tart ur)) phase finished — check execution mode (normal or
‘ ‘ ® ® actory).

2.7.2  Status LEDs - factory mode

LEDs

Meaning

PWR

RUN

!

ERR

Device running in factory mode.

PWR

S

RU

2

®

X E|®

Firmware update is running.

PWR

RU

2

®
!

ERR

Request to execute factory reset.

RU

2

®

ERR

REOEIREIR E
WS (REIXE

Device executes factory reset.

Software error - restart the device.

®:®:®: @

!

RUN ERR BUS
© 0 -
RUN ERR BUS Software error - device restarted automatically and error is
8 reported in log file.
n.a

Version EN-082024-1.03
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2.7.3  Status LEDs — normal mode
LEDs Meaning
PWR RUN ERR BUS Device running in Normal mode.
. ‘ n.a. n.a.
PWR RUN ERR BUS Firmware update is running.
® ‘ n.a. n.a.
PWR RUN ERR BUS Device is configuring for PROFINET.
. ‘ n.a. 8
PWR RUN ERR BUS Device joined PROFINET and is online.
. ‘ n.a. .
PWR RUN ERR BUS Software error - restart the device.
. . . n.a.
PWR RUN ERR BUS Software error - device restarted automatically and error is
reported in log file.
. . 8 n.a.
PWR RUN ERR BUS Flash LED operation is running (DCP-Signal).
. 8 8 n.a.
12 Version EN-082024-1.03
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3 Installation

3.1 Hardware installation

Note

With an ambient temperature above 55 °C at the place of installation it is very likely that the
temperatures of connecting cables will increase if the cables are installed in an unfavourable
position. In such cases, measure the temperature to ensure that the service temperature of
the cables is not exceeded or use cables sustaining high temperatures of at least 90 °C.

3.1.1 Mounting and dismounting

A\

Mounting

1. Hook the upper notch of the cut-out on the back of the
device into a 35 mm DIN rail.

2. Leverage the screwdriver upwards, pull the locking bar
downwards and move the device down towards the rail.

3. Press the gateway down towards the rail until it slides into
place over the lip of the locking bar.

0

Note

Make sure the smartLink HW-PN is mounted in such a way that the power supply can be easily
disconnected. Depending on the installation position, the maximum ambient operating
temperature may differ. See Section Installation positions D for details.

Installation and inspection

Installation and inspection must be carried out by qualified personnel only (personnel qualified
according to the German standard TRBS 1203 - Technical Regulations for Operational Safety).
The definition of terms can be found in IEC 60079-17.

Note

Do not put stress on the system by bending or
torsion.

Dismounting

1. Slide a screwdriver diagonally under the housing into the
locking bar.

2. Leverage the screwdriver upwards, pull the locking bar
downwards and move the gateway upwards off the rail.

Version EN-082024-1.03 13
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3.1.2  Connections and nameplate

The following diagram shows the interfaces of the smartLink HW-PN. The device has one 1 GBit Ethernet
port (ETH) connecting to your IT network and two 100 MBit Ethernet ports connecting to your PROFINET
network and PLC. The connectors on the top are reserved for the supply voltage and alarm output. The
uSD card slot is used for future service purposes and is not supported in the current version of the product.

RUN ERR

nit | s

1 GBit Ethernet port

100 MBit connection
to PROFINET network

alarm connector

power connector

smartLink HW-PN
Article No..GEA-YA-026010
Revision' 2 00

Serial No_: 202200003
00:06:71:75:00:12

e

PROFINET
Vendor ID. 0x0117

Device 1D: 0x0406
===DC 1832V 0.2A class 2
Made in Sermany

Soft | Automation GmibH, Richard-Reitzner-Allee 6, 85540 Haar, German; y

part number
serial number

14
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Chapter 3 - Installation

3.1.3 Power and alarm connectors

Connect the smartLink HW-PN to a 24 V DC power supply.

Note
smartLink HW-PN is intended for connection to a SELV/PELV circuitry only.

Power connector

The supply voltage (18 VDC .... 32 VDC) is connected by a 3-pole terminal block. The power supply is
connected to the plug connector via flexible wires with a cross section of 0.75 to 1.5 mm?. The ground
connection wire must have a cross section of 1.5 mm?2,

Signal Description

24VDC 24 V DC power supply
Q g Q J_ Functional earth
24/ | GND GND Ground

fi CAUTION
The Functional Earth (FE) connection of the device has to be connected at low inductance
with the Protective Earth (PE) of the system.

Alarm connector

The alarm output has a voltage range of 0-32V. Connect the positive supply voltage with the COM terminal
to avoid damage when the connector accidentally mixed up.

Signal Description
NO Normally Open
NC Normally Closed

Q Q g COM Common Terminal

NO NC COm

Version EN-082024-1.03 15
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3.1.4 Installation positions

The smartLink HW-PN can be mounted horizontally and vertically. Depending on the installation position,
different ambient operating temperatures (T, ) apply.

Minimum distance
Provide a minimum distance of 50 mm to the air inlet and air outlet to ensure natural
convection.

Rotated installation position
The maximum permissible ambient temperature values also apply to a 180° rotated
installation position.

= @

Horizontal installation position

l=aci
]
b ==
()
=
=
(i

B | EE | | I | B
Vertical installation position
| EE TE |
BE T |
BE e | |
HE T8 |
EBE |
Max. ambient temperature (Ta) | Ta - no distance Ta at 28mm distance between
devices
horizontal 60 °C 65 °C
vertical 50 °C 60 °C

16 Version EN-082024-1.03
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3.1.5 Connecting to the network

1. Connect your PC to the 1 GBit Ethernet (ETH) port of your smartLink HW-PN.

2. Connect your PROFINET network (with its Remote 10s, field devices and PLC) to the Ethernet ports
(ETH1 and/or ETH2) of your smartLink HW-PN .

FDI CommServer Client

I

PROFINET FDI CommServer (OPC UA)
PROFIBUS FDI CommServer (OPC UA)

smartLlnk E

L

PROFINET

o
2

1 prOFIBUS
lﬂﬂﬂﬂ E PROFIBUS apISwitch PA Proxy I_l
. o
PROFIBUS PROFINET PROFIBUS
DP APL PA

2 8 ¥ af

Note
The smartLink HW-PN can also be used in a PROFINET line or ring topology too. In this case it
is best to locate it next to the controller.

Note
To access PROFIBUS devices, the PROFINET-PROFIBUS proxies have to be in the same
PROFINET network as the smartLink HW-PN .

3.1.6 Powering up the device
Do

Turn on the power supply. The boot process will take about 30 seconds. Refer to LED status indicators
for a detailed description of the LEDs and their behaviour.

Version EN-082024-1.03 17
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3.1.7 Resetting the device
If your smartLink HW-PN is not responding, is malfunctioning or you simply cannot log on to the device
because you have forgotten your login credentials you can restore the original factory conditions, remove
the existing user data and clear the device settings by performing a hard reset. Licenses will not be affected
by the reset and will remain on the device. However, performing a factory reset will clear your device of all
parameter settings and configuration data.
We recommend to press the reset button only if you wish to clear your device of all
configurations or if you have attempted all other methods of troubleshooting. Remember
that the a hard reset will delete all device settings and data added by the user.
3.1.7.1 How to reset the device to factory default
1. Insert the tip of a metal pin, of a pen or the end of an unwound paper clip into the hole of the reset
button as shown.
,/[/2 \\\
2. Press the reset button very carefully while reconnecting and powering up the device again and hold the
button until the RUN LEDP"" turns red and is flashing fast.
3. Release the reset button.
The smartLink HW-PN is restarting.
4. Press the reset button and hold for about 15 seconds until the two LEDs in the middle (RUN and ERR)
are flashing red.
5. Release the reset button.
When the lights turn off (after about a minute), the smartLink HW-PN is reset and starts in factory
mode. First the PWR LED turns yellow. Next the PWR LED turns from yellow to green and the LED RUN
turns from red to green.
6. Now update the device with the latest firmware. See Chapter Firmware updateD32 for details.
18 Version EN-082024-1.03
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3.1.7.2 How to restart the factory firmware

The smartLink HW-PN device comes with a factory firmware that cannot be deleted or overwritten. When
the device detects that the standard user firmware is faulty, it will automatically resort to the factory
firmware. However, in the unlikely event that the factory firmware is flawed and the smartLink HW-PN
device does not manage to load it automatically, you will have to restart it manually by performing as
described below. Licenses will not be affected by the reset and will remain on the device.

1. Disconnect the power supply from the smartLink HW-PN device.

2. Insert the tip of a metal pin, of a pen or the end of an unwound paper clip into the hole of the reset
button as shown above.

Version EN-082024-1.03 19
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3. Press the reset button very carefully while reconnecting and powering up the device again and hold
the button until the RUN LEDE"" turns red and is flashing fast.

4. Release the reset button.
The smartLink HW-PN is restarting.

5. Openyour Internet browser and enter the IP address of your smartLink HW-PN to access the user
interface. At this point the user interface indicates that it is running in factory mode.

smatLink covcs | Dagews — " Soft i
G S ‘

Views. Device  System

o
[c]

MR

6. Select Settings - Choose Firmware File... to update the firmware of your smartLink HW-PN . See
Chapter Firmware updateD32 for details.

20 Version EN-082024-1.03
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3.2 Software installation

3.3 Commissioning

The smartLink HW-PN comes with an integrated web server which is used to configure the device. The
default IP address of the integrated web server is 192.168.0.10. To change the network settings of the
smartLink HW-PN you can either change the IP address of the corresponding network adapter on your PC
to access the integrated web server or use the Search and Configure tool. Section LZDm and Section
ﬁD% describe how to perform either of these two settings.

33.1 Prerequisites

=  The smartLink HW-PN is connected with a PC which runs a Chrome, Microsoft Edge or Firefox web
browser supporting JavaScript.

3.3.2  Changing the IP address using the integrated web interface

You can access the web interface of the smartLink HW-PN by changing the IP address of your PC. Using
the web interface you can change the network settings of the smartLink HW-PN afterwards.

The following chapter describes how to set a static IP address in Windows 10.
1. Click Start - Windows System -> Control Panel from your task bar.

2. Select Network and Internet - Network and Sharing Center.
A new window opens where you can view your basic network information.

3. Click onyour Internet connection (either Ethernet or wireless) next to Connections under View your
active networks.
A new window opens.

4. Click [Properties].

5. Select Internet Protocol Version 4 (TCP/IPv4).
The following window opens.

Internet Protocol Version 4 (TCP/IPwS) Properties |8 _&

General

You can get IP setings assgned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

Obtain an IP address automatically
@ Use the folowing IP address:

IP address: 192 .158, 0 .1
Suboet mask: 255 . 255 ., 255 .0
Default gateway:

@) Usg the folowing DNS server addresses:
Preferred DNS server:

Alternate DS server:

Validate settings upon exit [ Advanced. . 3

I' oK II Cancel |

Version EN-082024-1.03 21
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333

Select Use the following IP address and enter a specific IP address and Subnet mask. In our example
we use the following settings:

IP address: 192.168.0.1

Subnet mask: 255.255.255.0

Click [OK] to confirm.

Adapt the network settings of your smartLink HW-PN as described in Section Network™” .

Search and Configure Tool

You can optionally install the Search and Configure Tool on a Windows PC. This tool detects installed
smartLink HW-PNs in a network and allows you to configure their network settings.

When you install a Softing product for the first time, you will be asked if you trust the publisher. Activate
the option Always trust software from Softing AG if you do not want to be asked in subsequent
installations and select [Install] to start the installation.

Go to the product website to download the latest Search and Configure*.

Start by downloading and installing the Search and Configure tool.

Follow the on-screen installation instructions.

Read the license agreement carefully.
If you have questions, you can [Cancel] the installation at this point and contact us. Click [Print] if
you want to print the license agreement to a PDF or on a printer.

Select | accept the terms in the license agreement and click [Next].

Click [Install] to install the selected software application on your PC.

While the installation is in progress, the status bar of the installation wizard shows the different steps
that are being executed. If you want to abort the installation, click [Cancel] button. The installation
wizard will undo all modifications that have been made to your computer up to this point. Otherwise,
wait until the installation is completed.

Press [Finish] to complete the installation and exit the wizard.

Note
Proceed with the installation of the other software packages.

Search and Configure: discovery and IP-Configuration of smartLink HW-PN
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3.3.4 Changing the IP address using the Search and Configure tool

Before you can operate the connected smartLink HW-PN you will have to change the default IP address of
your gateway so that your PC can communicate with the integrated web server over the Local Area
Network.

The following steps apply to Windows 10.

1. Click Start > Softing > Search and Configure.
The application window is opened.

@ Search and Configure | B |
Connected devices in local network:
MAC Address Device Type Serial Number Mame IP Address IP Mask Gateway
Network Adapter Selection: Office : 172.17.1.218 -
Search About Close

2. Click the dropdown list of the Network Adapter Selection.
This selection menu shows all network adapters of your PC.

3. Select the network adapter which is connected to the smartLink HW-PN.

4. Click [Search] to start searching for connected devices.
The search may take a moment.

9 Search and Configure — O *
MAC Address Device Type Serial Number Name IP Address IP Mask Gateway
1/ 00-06-71-73-00-18  smartLink HW-PN 220100004  fg-x00-220100004.local 192.168.0.10 2535.255.235.0 0.0.0.0

‘Connected devices in local network:
Metwork Adapter Selection: MUT : 192,168.0.25 v

Search Configure Configure via CSV file About Close

5. Select the smartLink HW-PN.

6. Click [Configure] or double-click the device.
The configuration window opens. Here you can change the IP settings.

@ Configuration of smartlinkdp-00-202200153.local (smartlink HW-DF) -2
New Values Current Settings
Host name smartlinkdp-00-202200153.local | |smartlinkdp-00-202200153.local
IP address 192.168.0.10 192.168.0.10
Subnet mask 255.255.255.0 255.255.255.0
Default gateway address 0.0.0.0 0.0.0.0

Maintenance IP address

Use DHCP

FW version 1.00.00.13272
HW version 200

User name administrator

Password

Submit Cancel
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Note
You may also change the hostname. However, ensure that you follow hostname

specifications RFC 952 and RFC 1123.

7. Enter a dedicated IP address and subnet mask or click Use DHCP to obtain the IP settings from a DHCP
server.

8. Enter the Password.
Example: GEA-YA-026010<serialnumber>
The serial number can be found on the device, on the packaging and in the Search and Configure tool.

See Section Login to user interfaceD25 for details.

9. Click [Submit].
The changed settings are written to the device.
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3.3.5 Login to user interface

1. Openyour Internet browser and enter the IP address of your smartLink HW-PN.

2. Enter administrator in the user field and the password below (example: GEA-YA-
026010<serialnumber>). The default password (initial or after executing a factory reset) is a
combination of the article number and the serial number which you find on the nameplate on the side
of the device.

™

L 350 1 060 1 1

optimize!

“softiing

User name: ‘ |

Password: ‘ |

Login

The web-based interface opens with the information page.

3.3.6  Configuring PROFINET

See Section PROFINETD® in Cha pter Working with the user interface for more details.
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4 Security
The smartLink HW-PN is installed in level 0 of the Purdue reference model.
With its three Ethernet ports it resides in 2 network segments:
Ll The upper Ethernet port ETH is providing Software interfaces for asset management applications
running in level 3.
Ll The PROFINET Ethernet ports (ETH1 / ETH2) it must be part of the level 0 PROFINET network
segment.
smartLink HW-PN upper Ethernet (ETH) services
Service Port Description
OPC UA 4840 | TCP OPC UA Server
Only this port of the device should be accessible from level 3
HTTP 80 | TCP HTTP Server of integrated web server
HTTPS 443 |TCP HTTPS Server of integrated web server
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5.1

5.1.1

5.1.2

5.1.2.1

Working with the smartLink HW-PN

See Section Log in to user interfaceD25 for details on how to access the interface.

User interface

General functions
All interface windows display the following functions:
Restart Device

This function is available only when logged in as administrator or maintenance engineer and is used to
restart the gateway remotely as instructed in this user guide or whenever required in ongoing operation.

Logout
Select this function to log out as an active user.

Auto logout
This default setting logs out the current user from the gateway if the interface has been inactive for 10
minutes.

Information

The Information window shows detailed product-related information in the menus System, License and
About, including the type of gateway hardware, version, bootloader and firmware of your gateway.

System

Select Information - Device/System to view the hardware and software details of your device.

smartLink Settings Diagnosis OPCUA  PROFINET

Views Device / System
_ Serial Number 233800038
System
Firmware Version 1.02.00.27552
License Bootloader Version 2.00.01.24974
Factory Version 2.00.00.24974
About Hardware Version 2.00
System ID smartLink HW-PN 2xP
Host ID #00-06-71-75-00-E4#0441#0DEF8166#
MAC Address 00:06:71:75:00:E4
Motherboard
Serial Number 233800038

Firmware Version -
Hardware Version 1.00

Version EN-082024-1.03 27



smartLink HW-PN - User Guide

Serial Number Serial number of the gateway.
Firmware Version Version of the currently running firmware.

Bootloader Version Version number of the boot loader.

Factory Version Version number of the factory image.
Hardware Version Version number of the hardware.

System ID device type = smartLink HW-PN

Host ID This is the ID you will need to request a licence.

5.1.2.2 License

Select Information - License to view the licenses used by the gateway firmware under an open source
license.

5.1.2.3 About

Select Information > About to show information about Softing and other useful information.
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5.1.3  Settings

5.1.3.1 Network
Select Settings > Network to view and change the TCP/IP settings.

You need to be logged in as Administrator or Maintena ncel® to change default settings. If you
change the settings you must restart the gateway.

smartLink Information Diagnosis OPCUA  PROFINET

Views TCP/IP Settings

[ Obtain IP settings from a DHCP server
User Accounts IP Address | 192.168.0 10 ‘ v
Firmware Subnet Mask |255 255 255.0 |v
Reset Default Gateway 0.0.0.0 v
Certificates

Hostname |node-00-06-71-75-00-e4 local |«

Time & Date
Licensing Enable discover services

The new data is used after a restart of the device

Obtain IP address from a DHCP server  The Dynamic Host Configuration Protocol (DHCP) is
activated and the IP address is obtained from a DHCP

server.

IP address Internet Protocol (IP) address of the device used for web
access.

Subnet mask Subnet mask of the device used for web access.

Default gateway Default gateway of the device used for web access.

Hostname Name of the device used by a name server.

Enable discover services Check the box to enable Simple Service Discovery Protocol

(SSDP) multicast DNS (mDNS) and SearchAndConfigure.

Apply Click [Apply] to confirm changes made in this window.
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5.1.3.2 User accounts

In this section you will learn how to change accounts and passwords.

1.

Select Settings > User Accounts.
As administrator you can create and delete user accounts and also change passwords.

smartLink Information m Diagnosis OPCUA  PROFINET

Views User Accounts
Metwork Create account
User role Administrator v
Administrator
Firmware User name Maintenance
Observer
Reset Mew password Diagnostic
Certificates Confirm new password | |
Time & Date

(&= ]
Licensing

Change password

User name

Old password

| |
| |
Mew password | |
| |

Confirm new password

]

Delete account

User name |

Select a user role in the dropdown menu, assign a user name and enter a New password in the
corresponding fields according to the password rules.

Retype the password in the Confirm new password field and click [Create] to save the user and
password settings.

Password rules

A password must contain between eight and 128 characters, including at least 1 lower case letter, 1 upper
case letter, 1 number and 1 special character: "#5%&'()*+,-./:;<=>?@[\]*_{|}*

Changing the password

1.

2.

Enter the user name of the account for which you want to change the password.
Enter the Old password.
Enter the New password.

Retype the password in the Confirm new password field and click [Change] to save the new
password settings.

30
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Deleting an account

1. Enterthe user name of the account which you want to delete.

2. Click [Delete] to erase the account settings and all remove the user.

The following table shows the user roles and corresponding permissions:

Permission Administrator Diagnostic Maintenance Observer
Create and delete accounts %} ™
Change all passwords | 4}
Change own password %} | | |
Configuring gateway %} | |
Reading configuration %} | | |
Reading diagnostics M ™ | |
Updating firmware | 4}
Resetting gateway | 4}
Installing HTTPS certificates %} 4}
Note
The user role Diagnostic is not required for daily operations. It is reserved for internal

purposes such as troubleshooting. Softing Support may ask you to add a user with this role to
obtain more details of your smartLink HW-PN.
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5.1.3.3 Firmware

The gateway comes with pre-installed firmware which is maintained and updated to continuously enhance
the functionality of the device. To ensure that your smartLink HW-PN is running the latest firmware version
check for the latest version in the Softing Download Center. Bear in mind that the smartLink HW-PN
cannot be downgraded to a previous version.

You need to be logged in as administrator"” .

1. Download the firmware update to your computer.
When you are downloading from this site for the first time you will have to register yourself in a few
steps.

2. Logonto the web server of the smartLink HW-PN.
3. Select Settings > Firmware in the side bar navigation.

4. Click [Choose Firmware File...] and select the file smartLink HW-PN V1-02.bin from the firmware
update you downloaded.

smartLink Information Diagnosis OPCUA  PROFINET

Views Firmware Update
Network Choose Firmware File. ..
User Accounts Current Firmware:  1.03.00.29598
Firmware File: No file selected.
Firmware i
Firmware Name:
Reset Firmware Signed:
Firmware Encrypted:
Certificates
Licensing

5. Click [Update] to install the latest firmware and [OK] in the message window. The update progress is
shown beneath the update button.

Hint
i
\-\9'-/ Click [Check] to verify, if the file you have chosen is a valid firmware file.
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| o | vpeee

Downloading File ...
Checking File ... ¢

Erasing FLASH ... ¢
Programming FLASH ... N
Restarting Device...

The system performs a firmware file check. The download starts automatically. When the download is
completed the smartLink HW-PN will be rebooted. When the boot process is completed, the RUN LED
is ON.

Note
After the gateway has rebooted you are automatically forwarded to the login page. If this
fails press F5 to reload the web page.

Note

If anything goes terribly wrong during the firmware update you can always repeat the
firmware update.

= @
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5.1.3.4 Reset

Unlike the factory reset (hard reset) described in Chapter Hardware Installation™® , this soft reset deletes
the configuration of your smartLink HW-PN and restores the factory settings of your gateway.

1. Select Settings > Reset in the side bar navigation

2. Select [Erase Configuration] to reset your device to default settings.

Note
. .. 30
You need to be logged in as administrator2® .
smartLink Information Diagnosis OPC UA PROFINET

Views Reset to Factory Defaults

Network Deletes everything except license file(s) and IP settings (IP address, subnet mask, default gateway)

User Accounts Erase Configuration

Firmware
Certificates
Time & Date

Licensing

3.  Click [OK] to confirm your selection.

Your smartLink HW-PN will be restarted with the default settings. License files and IP settings will not
be deleted.

The password is reset to the default password™" .

34
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5.1.3.5 Certificates

A certificate is a digital document that is needed to identify and authenticate a website or server and to
establish a secure communication (HTTPS) with the OPC UA server of the smartLink HW-PN.

Select Settings = Certificates to see the smartLink HW-PN X.509 server certificate and load issuer
certificates which are used to validate the server certificate. The tables display the subject name and the
expiration timestamp of the server and the issuer certificates. The first column either shows a checkmark
indicating the certificate's status (v = valid, & = expired/not valid).

In the Server Certificate section you can create a new self-signed certificate, upload a new certificate and
download the currently installed server certificate or a Certificate Signing Request (CSR). The downloaded
server certificate can be passed on to the OPC UA client application to enable secure communication. The
CSR can be forwarded to a Certificate Authority (CA) which may create a matching signed server
certificate.

If you create a new self-signed certificate or change the existing server certificate, a pencil icon # is
shown in the right-most column of the server certificate list (see screenshot below). The icon indicates that
the certificate settings have been changed but have not yet been applied and still need to be executed by
clicking [Apply] in the top right corner.

Certificates.

"softiine
—

[ oo )

Restart
Device

Logou
administrato

Auto logout

n 9 min

smartLink PROFINET

T

Views

Network

Server Certificate

User Accounts

Creale Selfsigned J| Downioad CSR | Upioaa | Downioad |

[ Name

‘ Valid Until (UTC) ‘ ‘

Firmware L~ smartLink HW-PN 2xP

2025/07/25 16:45:45

Certificate Properties

Subject

-Name

Unit

Reset Issuer Certificates

- Organization

‘

Name

Valid Until (UTC) ‘ ‘

Time & Date

Licensing

- Locality Name

- State

- Country

- Emall

Issuer

-Name

- Organizational Unit

- Organization

- Locality Name

- State

- Country

- Emall

Serial Number

Application URL

Host(s)

Valid From (UTC)

Valid Until (UTC)

Key Usages

Thumbprint

In addition, intermediate issuer certificates can be uploaded to the Issuer Certificates section to configure
a chain of trust for the issuer specified in the server or other intermediate certificates.

Note

Ensure that the clock on the smartLink HW-PN is properly set. Otherwise this could result in

the creation or usage of certificates that have already expired. See Settings > Time & date for

details.

Note

Your changes are not executed immediately but have to be confirmed by clicking [Apply] in the

top right corner of the page. This will restart the OPC UA server component of smartLink HW-
PN. Any clients connected at that time will lose their connection but typically will automatically

reconnect.

Version EN-082024-1.03
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5.1.3.6 Time & date

Select Settings > Time & Date in the side bar navigation to set the time and date of your your smartLink

HW-PN.

1. Click [Set time from browser] to synchronize the gateway with the PC date and time manually.

2. Click [Use time server] and enter the IP address of your time server to synchronize date and time

automatically.

smartLink Information Diagnosis OPCUA  PROFINET

Views Time & Date
Network Browser time (UTC) Device time (UTC)
Ve CaEannls ® Manual 2024-07-10 14:31:17 2024-07-10 18:25:02
Firmware
NTP Server
Reset
) O Time server: 0000
Certificates
Time & Date
Licensing

Set time from browser

Use time server

Browser time (UTC) The time set on the PC.
Device time (UTC) The time set on the gateway.
NTP server IP address of a Network Time Protocol (NTP) server used for time

synchronisation.

Time server The time can be set either manually or using a time server.

36
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5.1.3.7

Licensing

Licenses are needed for PROFINET Device Support by any Asset Management Tool to parametrize and
monitor PROFINET devices and to retrieve process data and diagnosis data via OPC UA. Each license is tied
to one PROFINET slave and can be used for Asset Management and for OPC UA at the same time.

You will most likely have purchased your smartLink HW-PN with one or more PROFINET licenses installed.
You will need a license for each field device to which you wish to connect over the PROFINET network. A
license is a unique key tied to the serial number of your gateway. It cannot be migrated or run on another
smartLink HW-PN.

If your smartLink HW-PN has no license or you wish to connect to more PROFINET devices than previously
licensed, please contact Softing Support.

How to activate a license

1.

2.

3.

Go to the Softing Industrial website and click the (% icon in the upper right corner to register yourself
or select this My Softing Portal link. When you are registered and logged in you are directed to the My
Softing Dashboard.

Select Licenses = Activate License in the side menu.

Enter the license key from your License Certificate in the license key input field.
You will find the license key on the certificate you have received by email.

Activate License

Flzase enter your License Fey and your Host 12, f you want to pet notified in case of new releases, just check ensble releasze info.
Host ID examples:

BIOS: Wiware, Inc. - INTEL - 040000 |BICEWNware-534d0181ccbe2387-8deB37c83d 10ecET

1cfB4d55-cadB-2085-8aTE-1254 3
#odBB4d50-doTe-Ted 7-f202-

= 3-T1-43-01-CE#123E20B5ACDERR

12345-ABCOE-GTEI0-FGHL

Enabie Refease Info

Activate License

Version EN-082024-1.03 37


https://industrial.softing.com/en/login.html

smartLink HW-PN - User Guide
4.  Select Information > SystemD27 .
Highlight and copy the Host ID from the Device/System table.

Paste the Host ID into the Host ID field of the Activate License form.

7.  Click [Activate License].
A license file is generated and downloaded to your PC.

@ Note
The license file is assigned to the device and can therefore only be used with this device.
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How to install a license
To install a license file follow these steps:

1. Select Settings > Licensing in the side bar navigation.

optimizel

: Restart L t Auto | t e
smartLink Information [ECSUNSMl Diagnosis OPCUA  PROFINET e Sl A softiing
Device administrator (@ in 9 min =

Views Licensing

End date | Description Status |

Name | [
| unlimited | Order Number: LRA-AA-027003 | notinstalled |

|| PROFINET and PROFIBUS Slave Device Support |

Choose License File...

License File: No file selected.

Network Version |  Options

User Accounts
Firmware
Reset
Certificates Install
Time & Date

Licensing

2. Click the [Choose License File] button.
Windows Explorer (file explorer) will open.

3. Go to the directory to which you have saved the file.

4. Select the license file and click [Open] in Windows Explorer.
The license file is now shown under the [Choose License File] button.

5.  Click the [Install] button.
When the license has been installed, the following message appears at the bottom of the window.

Update License Info 1055: The license has been successfully updated.

In the Licensing window, the table entries for PROFINET Device Support will have changed.

. Logout Auto logout
smartLink Information JEEENHVEMN Diagnosis ~ OPCUA  PROFINET 9 °9
administrator (@ in'9 min

Views Licensing
Network | Name ‘ Version | Options. | End date | Description \-L_ Status ‘
|| PROFINET Device support | 2 | "0" | uniimited | | [restartrequired ]

User Accounts

Choose License File...
Firmware

License File: No file selected.
Reset

Certificates
Time & Date

Licensing

Parameter

Version A support number (for internal use only).

Options Total number of supported PROFINET devices.

End date The date on which the license expires. Generally all licenses are unlimited.
Description Before a license is installed, this field displays the order number for a license for

this specific gateway.
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Status Before a license is installed, this field displays "not installed".
When a license has been installed it shows "restart required" against a yellow
background. After the gateway has been restarted it shows "installed" against a

green background

6. Click Restart Device in the top menu of the window.

The following message will appear.

smartLink HW-PN

smartLink HW-PN will be restarted.
All applied configuration data will be used.

Continue and restart?

OK

Cancel

7.  Click OK.

Now the status column will show "installed" meaning the license is activated on your smartLink HW-

PN device.

Views Licensing

Network Name ‘

Version

Options

End date

Description | Status

| PROFINET Device Support |

2

o

unlimited

| installed

User Accounts

Choose License File...
Firmware

License File:  No file selected
Reset

Certificates m

Time & Date

Licensing
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5.1.4 Diagnosis

Note
The submenus Settings, Log File, Threads and Status are of particular interest for Softing
Support.

5.1.4.1 Settings

Select Diagnosis - Settings to view logging settings. The settings can be viewed in any role. To change the
settings you must have administration rights.

phimize: -~ ;
: Restart Logout Auto logout \ B o
smartLink Information  Settings [ENENSCMN OPC UA  PROFINET g N A softrc
- Device administrator in 9 min x

Views Settings
Log File Priorit INFORMATION +
g y
Lo i Log File Facility 0s(0) @ APPL(1) B syslog(5) & cron(9) B scal(19) B PN-PNAK(23)
og File
Send Syslog Messages
Threads
Sysiog Prorty
Status
Syslog Facility 0s(0) B APPL(1) B syslog(5) & cron(9) B SCAI(19) B PN-PNAK(23)

Live List

Log File Priority Available values: EMERGENCY, ALERT, CRITICAL, ERROR, WARNING,
NOTICE, INFORMATION. All messages with the set priority or higher
are logged. The log file is shown under Diagnosis > Log File

Log File Facility Tick the checkbox for the protocol layer you wish to write to the log
file.
Send Syslog Messages Enables additional Log File Priority DEBUG and sends the

information to the network. The syslog can be logged with
wireshark, Visual Syslog Server or similar.

Syslog Priority Available values: EMERGENCY, ALERT, CRITICAL, ERROR, WARNING,
NOTICE, INFORMATION. All messages with the set priority or higher
are logged.

Syslog Facility Tick the checkbox for the protocol layer you wish to write to the
syslog file.

Apply Click [Apply] to save your changes in the system. If you do not click

apply the changes will not be saved.
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5.1.4.2 Log File
Select Diagnosis - Log File to view the log file. You can also filter the diagnostic log by ticking and
unticking the checkboxes for each notification priority. Filtering only affects the display of the log and not
the log file priority set under Diagnosis = Settings.
optimizel -
smartLink Information  Settings OPCUA  PROFINET ';Zitlig ad:?;:;m & ;Anlgcn:som soft
Settings EMERGENCY B ALERT B CRITICAL B ERROR B WARNING E NOTICE B INFORMATION 8 DEBUG
_ Severity Facility Timestamp (UTC) Message )
INFORMATION |APPL(1) [2022-02-16 06:12:12.133799 |CNwicPnsIim0StationExplorer::ProcessStateReadimFilterData: Representing module found
ERROR IAPPL(1) [2022-02-16 05:12:12.133894 [CNwicPnsIimOStationExplorer::CreateReadimORecordTask: instance=1
Threads ERROR SCAI(19)[2022-02-16 06:12:12.277368 [<SCAI> Trace scai_pn_handle_pending_service_req_res
INFORMATION [SCAI(19) [2022-02-16 06:12:12. 277449 |<SCAl=[Channel 0] Device 0 implicit_read.req
Status INFORMATION [SCAI(19) [2022-02-16 06:12:12.283390 [<SCAI>[Channel 0] Device 0 implicit_read.con (+)
INFORMATION |APPL(1) [2022-02-16 06:12:12.284420 |CNwicPnsIimOStationExplorer::DoStateProcessing: _state: 3
Live List ERROR SCAI(19) [2022-02-16 0671212 427370 |«SCAI> Trace scai_pn_handle_pending_service_req_res
INFORMATION (SCAI(19) [2022-02-16 06:12:12 427447 |<SCAI>[Channel 0] Device 0 implicit_read req
@ Note
If you are facing problems with your smartLink HW-PN, use the button [Support Data] to create a
support file. The information contained in this file helps Softing Support address and fix potential
issues.
Parameters / Actions Meaning
EMERGENCY; ALERT, CRITICAL, Tick the check boxes to set a display filter.
ERROR, WARNING, NOTICE,
INFORMATION, DEBUG
Clear Click this button to delete the log file entries.
Refresh Click this button to update the message log entries based on the filter
settings.
Support Data Click this button to upload a collection of all available logs for support
requests.
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5.1.4.3 Threads

Select Diagnosis > Threads to view the current state of the threads. The list you will see and the details
contained may not be of any use to you but helps Softing support to diagnose device and performance

errors.
ptimizel
smartLink Information  Settings OPCUA  PROFINET FSES,I.M i & HIDLEIT \ soft:
evice adminisiraior in 9 min 3‘
Views Threads
cetings id Name State Set Priority | Current Priority Stack Base | Stack Size | Stack Used
: 1 |idie Thread RUNNABLE |31 31 lbx0asFacas boas 248
LT 2 |idie Thread RUNNABLE |31 31 lpx035FA488 boaa 248
3 [Clock mgmt SLEEP 20 20 l0x0360CES0 7936 536
4 |main SLEEP 10 10 lox035FB658 12000 2876
5 [FG2xxled SLEEP 30 30 loxo0B270A4 1096 396
Status 6 |fis2 gc thread RUNNABLE 30 30 bx03sDaco0  [1096 1296
7 [FGoxxis SLEEP 30 30 lbxo1a29C5C 15384 364
Live List 5 |SysLog RUNNABLE |30 30 lox03607A8C 1096 1596
o FG2xxecc SLEEP 30 30 lbx01A427F4 1096 228
10 [FG 2xx firmware SLEEP 27 27 bxo1Az82AC  [096 292
11 [FG-2xx caplure SLEEP 27 27 loxo1a5050C 1096 236

5.1.4.4 Status

Select Diagnosis > Status to view gateway diagnostics.

smartLink

Views

Settings
Log File
Threads

Live List

Information Settings OPC UA PROFINET

Status

Uptime

CPU Load (0.1s)
CPU Load (1s)
CPU Load (10s)
CPU IRQ (0.1s)
CPU IRQ (1s)
CPU IRQ (10s)
RAM size

RAM static

RAM dynamic used
RAM dynamic free
Current Temperature

12:11:53
12%/7 %
11 %/9%
6%/5%
100/ 11
1331742
128/ 38
480 MB
54.801 MB
270.586 KB
424934 MB
40.5°C
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5.1.4.5

Live List

Select Diagnosis = Live List to see a table with all PROFINET, APL and PB devices connected to Softing APL
switches, pnGate PA or pnGate DP devices. The table is organized top-down in blocks from general status
information to PROFINET and PROFIBUS devices details.

(1
I

Live List Last scan cycle flnrlshed at 19:30:42 and took 23 seconds M— 9
17 Device(s) - 17 Licensed - 79 License(s) remaining e

9 A 13PROFINET device(s) - 13 Licensed
Status: OK

Name Type | Tag Function Tag Location IP Address | MAC Address | Vendor Device Type|HW Revision | SW Revision| Status
+'| aplswitch-a |,%,%§%\? ‘ aplswitch-a-function aplswitch-a-loction 192.168.1.110|00:06:71:73:02:30| SOFTING (0117} 0407 120 0.91.10 Ok.
e — | MMM 192 168.1.116 |00:1e:f2:37:6¢:28 | Micro Motion (001F) 0001 1 1.80.0 Ok
+|pnd-et200sp-1 pn4-et200sp-1_function |pn4-et200sp-1_location|192.168.1.101|28:63.36:6c.a6.c4 | SIEMENS AG (002A) 0313 5 420 Ok
+ | pnd-et200sp-2 pnd-et200sp-2_function |pn4-et200sp-2_locaion |192.168.1.102|26.63.36:6e:3¢:49 | SIEMENS AG (002A) 0313 2 4.2.0 Ok
+’| pn4-phoenix-ctrl 192.168.1.120| 00:a0:45:46:49.e4| Phoenix Contact GmbH & Co. KG (0080)|0032 Ok
+ | pn4-phoenix-io 192 168.1.121|00:a0:45:36:1d'fc | Phoenix Contact GmbH & Co. KG (00B0D)| 0017 2 3.00 Ok
+|pnd-rtem pnd-rtem_function pnd-rtem_location 192 168.1.105|00:06:71:24:01:7b| SOFTING (0117) 0104 256 210 Ok
| pn4-s7-1500 192 168.1.100|28:63:36:a5:c1:09 | SIEMENS AG (002A) 010E Ok
+|pngatepa-2x 2500 || pngatepa-2x_function |pngatepa-2x_location |192.168.1.106|00:06:71:3d:05:83| SOFTING (0117) 0401 100 1.31.0 ok
+|pngatepa-ax 238320 || pngatepa-4x_function |pngatepa-4x_location |192.168.1.104|00:06:71:3d:04:23| SOFTING (0117) 0401 100 1310 ok
+| pngatepa-ims 25858 ||a-im5_function pngatep |a-im5_location 2022-02|192.168.1.103| 00:06:71:27.03:19 | SOFTING (0117) 0401 100 1.31.0 Ok
+| pnswitch 192.168.1.199 | 00:a0:45:03:92:4d | Phoenix Contact GmbH & Co. KG (0080)| 0013 1 4.90.0 Ok
| stahl-9442 192 168.1.160|00:1d:f7:02:3c'fa |Stahl (009E) 0006 1 1.023 Ok

9 4 4 PROFIBUS device(s) -4 licensed GREEN e 6
B]ULS

Status: A child component has an error

Proxy 1 -2 PROFIBUS d (s) - 2 licensed
status: OK
Address| Tag Function Tag Location|Vendor Device Type |HW Revision |SW Revision Status
e 7|1 PA-device-11_function SOFTING (0117)  |(0197) commMeod 1.04|V3.40.0.Unversio| Ok,
¥|20 RAMC_PA Transmation (002D)|(450A) V1.02 V2.12.A.10 Ok.

Proxy pngatepa-2x: 1 Module(s) - 2 PROFIBUS device(s) - 2 licensed

A
& Status: A child compenent has an error
Address | Tag Function | Tag Location | Vendor Device Type|HW Revision | SW Revision | Status
|32 SOFTING (0117)|(6911) CM-MBP V1.04|V3.60.3.27205| Ok
@ —A33 (6911) PROFINET service error
lo messages. A

0 Results of the last scan: The general information includes the timestamp and the duration of the last
completed scan, the total number of detected and licensed devices and the number of remaining
licenses.

9 Summary of PROFINET scans: This header represents the number of detected and licensed
PROFINET devices. PROFINET device details can be hidden and displayed by clicking the arrow icon (
¥ ) to the left of the header text. If the PROFINET communication is not working correctly or an error
occurred while scanning one of the PROFINET devices, the Status shows an error icon 4.

@ Details of PROFINET scans: The table lists the characteristic device properties such as name, type,
function, location, IP address or MAC address. If a scanned device has an error, this is indicated by an
erroricon 4 in the leftmost column and an error message displayed in Status field. The PROFIBUS
icon (s5555 ) in the Type column indicates that the device has a PROFIBUS segment. By clicking the
icon the corresponding proxy section and PROFIBUS device table is displayed.

@ Summary of PROFINET-to-PROFIBUS proxy scans: This header sums up the number of detected and
licensed PROFIBUS devices. If a child component (any underlying PROFINET-to-PROFIBUS proxy)
shows an error this is indicated in the header information.

6 Details of proxies: The header view shows all proxies with a PROFIBUS segment.
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@ Details of PROFIBUS devices: The table includes all successfully scanned PROFIBUS devices with
additional properties such as channel number, tag function and location, vendor, device type,
hardware and software revision numbers, status. To the left of the device name you may see one of
the following icons:

+ =device is licensed and 4 = error occurred during scan of the PROFIBUS device

@ Reassign licenses
By clicking [Reassign Licenses] you can reassign all available licenses. This will entail a restart of your
smartLink HW-PN

Scan progress bar (%)
Indicates the progress of a running scan process.
Start Scan

A scan is started cyclically once per minute. By pressing this button you can invoke a manual scan.
When a scan is in progress this button is disabled.

@® Collapse All
Hides all tables with details of connected PROFIBUS devices.

Expand All
Expands all tables with details of connected PROFIBUS devices.
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PROFINET table column headers explained

Name

Type

Tag Function
Tag Location

Address

MAC Address

Vendor

Device Type
HW Revision
SW Revision

Status

The device name of the PROFINET device

Indicates if the PROFINET device has a proxy functionality. If so, a corresponding icon is
displayed. By clicking on the icon you are navigated to the corresponding proxy section.

Displays the Tag Function contained in the device.
Displays the Tag Location contained in the device.

The Internet Protocol Address is a set of four numbers separated by periods identifying a
device in your network.

The Medium Access Control Address is the unique 12-digit hexadecimal device number
assigned by device manufacturer.

This column displays in brackets the manufacturer Identification code as a hexadecimal
value. A vendor name is shown only if this value can be resolved.

Displays the type of the PROFINET device as a hexadecimal value.
Displays the hardware revision of the PROFINET device.
Displays the software revision of the PROFINET device.

It is either shown as "OK" (when a PROFINET device has been successfully scanned) or
with a red error text describing the error detected during the scan process.

PROFIBUS table column headers explained

Address
Tag Function
Tag Location

Vendor

Device Type

HW Revision
SW Revision

Status

Displays the address of the PROFIBUS device.
Displays the Tag Function contained in the device.
Displays the Tag Location contained in the device.

This column displays in brackets the manufacturer Identification code as a hexadecimal
value. A vendor name is shown only if this value can be resolved.

Displays the type of the PROFIBUS device as a hexadecimal value in brackets. A device
type name is shown if this value can be resolved.

Displays the hardware revision of the PROFIBUS device.
Displays the software revision of the PROFIBUS device.

It is either shown as "OK" (when a PROFIBUS device has been successfully scanned) or
with a red error text describing the error detected during the scan process.
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5.1.5 OPCUA

All FDI-related instances have a Nodeld with a string identifier. These are located in the OPC UA server
application name space index 1.

5.1.5.1 Identity

Select OPC UA - Identity to see the server endpoint. In the current version of the smartLink HW-PN the
server endpoint has the default port 4840, which cannot be changed in the user interface.

smartLink Information ~ Seftings ~ Diagnosis eI\ PROFINET

Views OPC UA Server dentity

_— Server Endpoint ope.cp:/192.168.0.10:4840

5.1.5.2 Security

Select OPC UA - Security to configure a secure communication between the smartLink HW-PN (OPC UA
server) and the OPC UA client application.

. p— P
smartLink Information  Setings  Diagnosis [RGCIAUNE PROFINET e g' e softiig,
admistato 4

Views OPC UA Security

Identity
Security Configuration
Security
Message Security Mode: None Sign Sign and Encrypt

Message Security Policy: @ Basic2565ha256 & Aes128_Sha256_RsaOaep @ Aes256_Sha256_RsaPss

Certificate Management

Trusted Client Certicates Certificate Properties
[ [Name [ Valid Until (UTC) [ | =
[v UaExper@DESKTOP-0EILDUG 2020/07/03 07:11:01 | ]
& ctt_appT 2025/04/17 08:41:29 | "OPC Foundation
Rejected Client Certficates =3 z
Name Valid Until (UTC) I
v NanoUaServer 2031/10/25 04:01:36 cH_apT
v NanoUaServer 2031710724 1043.06
v NanoUaServer 2031/10724 10:42:01 OFC Foundation
£ NanoUaServer 2031710119 04:32.27 =
v NanoUaServer 2031/09/12 09:11:30 e
A UaSenverCpp@WWVO-WINT0 2024702710 13.26:45
A UA Local Discovery Server 2023/11/26 1010:25 ©2751053520320 b 3 45 ¢ 1SeaTeEs6 T2
U W-ATO-LAPTOP-OPGF oundation-UaCompiancaTestTaol
Iid From (UTE) 2024104717 04128
lid Until (UTC) 2025104117 084128
ey Usages ey CertSign. sererAuth, cientAuth
umbprint 14141220 8671 1615 05111 2be7316.75 06 480 17-ba

In the Security Configuration window frame, smartLink HW-PN offers three encryption modes supported
by three security policies for secure OPC UA communication:

Security Configuration

Message Security Mode: None Sign [J Sign and Encrypt ra

Message Security Policy: Basic2565ha256 [ Aes128_Sha256_RsaOaep Aes256_Sha256_RsaPss
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If you have changed any of the security configuration setting, a pencil icon # is shown to indicate that the
settings have been changed but have not yet been applied and the the changes still need to be executed by
clicking [Apply] in the top right corner.

Message Security | Meaning

Modes

None Don't use any encryption. No certificate exchange is needed between smartLink HW-PN
and a client. Be aware that communication on the network is readable by others. This
might be a security risk.

Sign Messages sent from smartLink HW-PN or the OPC UA client are signed with the private
key of the sender. The receiving entity can validate the origin of the message using the
public key of the sending entity. Nevertheless, messages are not encrypted.

Sign and Encrypt Message are signed as in the Sign mode and additionally encrypted with the public key
of the receiving entity. On the receiver side the message can be decrypted using its
private key.

If you check None, no security policy must be selected. For the modes Sign and/or Sign and Encrypt at
least one policy must be chosen. Although any combination of modes and policies is possible, it is
recommended to restrict the configuration to the one that the OPC UA client application is expected to
use. For further details see the documentation of the client application.

To establish a secure OPC UA communication smartLink HW-PN and the OPC UA client application have to
exchange their public keys. For this they store a certificate of the communication partner in their Public
Key Infrastructure (PKI). The OPC UA client application typically receives the public key of smartLink HW-
PN by calling the OPC UA service GetEndpoints. Alternatively, it can be exported from smartLink HW-PN
(Settings > Certificates > Server Certificate > Download) and imported manually in the client
application. See also the OPC UA client application documentation for more information on how to store
the smartLink HW-PN certificate in the Trusted section of its PKI.

The Certificate Management window frame shows all certificates that are trusted or have been rejected
(as a result of a unsuccessful connection attempt from the client application). When an OPC UA client
application attempts to open a secure connection to a smartLink HW-PN it submits its client certificate.
smartLink HW-PN stores this certificate in the Rejected Client Certificates table (see screenshot above).
Before a connection between the smartLink HW-PN and the client can be established you have to confirm
that you trust this certificate. If the certificate is available as a file, you may upload it directly to the
Trusted Client Certificates.

The tables include the subject name and the expiration timestamp of each certificate. The first column
either shows a checkmark indicating that the certificate's status (v = valid, & = expired/not valid). You

can upload new or delete existing client certificates to the Trusted Client Certificates and move client
certificates from the Rejected Client Certificates table the Trusted section or simply delete them from the
PKI.

Note

Your changes are not executed immediately but have to be confirmed by clicking [Apply] in the
top right corner of the page. This will restart the OPC UA server component of smartLink HW-
PN. Any clients connected at that time will lose their connection but typically will automatically
reconnect..
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For a detailed view of the common client certificate properties, select and highlight a certificate in either

table as shown in the sceenshot above (example certificate: ctt_appT).

5.1.6  PROFINET

1. Select PROFINET - Settings to enter the IP settings of your PROFINET network.

2. Click [Apply] to confirm and activate your settings.

3.  Select Restart Device in the menu bar to active the new IP settings.

Information Settings Diagnosis OPC UA PROFINET

smartLink

Views

PROFINET Settings

IP Address \ 192.168.0.200 \ v
Subnet Mask \255.255.255.0 \ v
Default Gateway ‘ 0.0.0.0 ‘ 4

The new data is used after a restart of the device

|
2

Restart
Device

3
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6 Declaration of conformity

This device is compliant with EC directive 2014/30/EG, "Electromagnetic Compatibility" (EMC directive)
and meets the following requirements:

] EN 55011 Industrial, scientific and medical (ISM) devices - radio disturbance -
limits and methods of measurement

] EN 55032 Electromagnetic compatibility of multimedia equipment (MME) and interference
emission

EN 61000-6-4 Electromagnetic compatibility (EMC); Part 6-4: generic standard —
emission for industrial environments

EN 61000-6-2 Electromagnetic compatibility (EMC); Part 6-2: generic standard -
immunity for industrial environments

Note

To fulfill the EMC requirements, the other components of your installation (DC adapter,
Industrial Ethernet devices, etc.) also have to meet the EMC requirements. A shielded cable
must be used. In addition, the cable shield must be grounded properly.

CAUTION
This is a Class A product. In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures!

CE
The CE marking indicates conformity with the above standards in a Declaration of
Conformity which can be requested from Softing Industrial Automation GmbH.

RoHS

OMPLIANT This product is compliant the Restriction of Hazardous Substances under Directive
2002/95/EC.

FCC

This equipment has been tested and found to comply with the limits for a Class A digital
device, under part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications.

dER>E

VCCI

This Class A product conforms to the regulations of Voluntary Control Council for
Interference (VCCI) by Information Technology Equipment.

VEl

WEEE

Electrical and electronic equipment must be disposed of separately from normal waste at
the end of its operational lifetime in compliance with Waste Electrical & Electronic
Equipment (WEEE) Directive 2002/96/EC. Packaging material and worn components shall be
disposed of according to the regulations applicable in the country of installation.

| =
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7 Glossary

Abbreviations

CA
CSR
DHCP
DIN
DP
ETH
Ex

FDI
GND
HTTPS
I/0

IP
NTP
OPC UA
PA

PKI
PLC
PN
pnGate
RIO
RTC

T

Certificate Authority

Certificate Signing Request
Dynamic Host Configuration Protocol
Deutsches Institut fir Normung
Decentralised Peripherals

Ethernet

Explosion protection

Field Device Integration

Ground

Hypertext Transfer Protocol Secure
Input/Output

Internet Protocol

Network Protocol Time

Open Platform Communications Unified Architecture
Process Automation

Public Key Infrastructure
Programmable Logic Controller
PROFINET

Softing PROFINET Gateway
Remote Input / Output

real-time clock

Temperature

Version EN-082024-1.03
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