Data Sheet - BASrouterSX and BASrouterSX-GSA

BASrouterSX — BACnet® Multi-Network Router

The BASrouterSX is a high-performance BACnet router
that provides stand-alone routing between BACnet
networks such as BACnet/IP, BACnet Ethernet (ISO
8802-3), and BACnet MS/TP. The BASrouterSX-GSAis a
GSA-compliant model which has been tested and
approved for use in U.S. government buildings.

Besides a high speed processor, the routers have
advanced features such as MS/TP Backbone, Backward
Routing, Allowlist option for enhanced security, MS/TP
slave proxy support (allowing auto-discovery of MS/TP
slaves), and MS/TP frame capture and storage for use
with Wireshark®. An MS/TP Status webpage features a

Versatile Routing Between ...
*  BACnet/IP and BACnet MS/TP
* BACnet Ethernet and BACnet MS/TP
*  BACnet/IP and BACnet Ethernet
*  BACnet/IP and BACnet Ethernet and BACnet MS/TP
e Two BACnet/IP networks (between two UDP

ports)
IP Network Support
*  Web server for commissioning and trouble-
shooting

* MS/TP capture using Wireshark®

* 50 BBMD entries, 147 FDR entries

* Webpage configurations over HTTPS
Flexible Communications

* 10/100 Mbps Ethernet with auto-negotiation
and Auto-MDIX

* MS/TP slave auto-discovery and proxy support
* MS/TP Backbone

* Backward Routing

* Allowlist

* Optically-isolated MS/TP port

*  MS/TP baud rates from 9.6-115.2 kbps

graphical table that provides real-time status of all
BACnet MS/TP devices on the network. As a BACnet/IP
Broadcast Management Device (BBMD), up to 50 BDT
and 147 Foreign Device Registration (FDR) entries can
be supported. The BASrouterSX has two physical
communication ports—a 10/100 Mbps BACnet/IP
Ethernet port and an optically-isolated EIA-485 port for
MS/TP. Router configuration is accomplished via web
pages using HTTPS (HTTP over SSL) that provides
encrypted webpage communications with the
BASrouterSX.

Convenient Installation
e 24 VAC/VDC (£ 10%), 47-63 Hz input voltage

¢ DIN-rail mount (BASRTSX-B) or panel mount
(BASRTSX-B/P)

Advanced Diagnostics

*  Webpage with graphical network map of all
128 MS/TP master devices and device status

“wBACnet

BACnet/IP Network :

(Default: 1) ()
Baudrate :

(Default: 38400)

MAC Address
(Default: 0) {wsrre )

MS/TP Network :

(Default: Len

ient)
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Overview

The BASrouterSX and BASrouterSX-GSA are housed in a metal
case available as 35-mm DIN-rail mount model. Powered from
a 24 VAC/VDC (+ 10%) source, their half-wave rectified power
supply design allows sharing of power with other half-wave
devices. There are two ports on the unit — one Ethernet and
one EIA-485.

The optically-isolated EIA-485 serial port allows for
connection to either 2-wire or 3-wire MS/TP networks using a
removable 5-pin terminal block. Up to 31 full-load or 62
half-load EIA-485 devices can share the serial bus at data rates
between 9.6 and 115.2 kbps. A 2-pin DIP switch is accessible
from the front of the unit that can provide 120 Q termination
and bias.

The Ethernet port offers a shielded RJ-45 connector. Through
auto-negotiation and Auto-MDIX, it automatically matches
connections to the attached equipment. Thus, either straight-

Power Input
24 VAC/VDC 6 VA half-wave W}

design allows power sharing with other

half-wave devices.

35 mm Din-rail Clip
for convenient control
panel installation.

through or crossover Ethernet cable can be used to attach to
the BACnet/IP network at either 10 or 100 Mbps.

MS/TP slave devices do not participate in token passing but
can be made assessable throughout the complete MS/TP
address range using either Manual Slave Address Binding or
Automatic Slave Discovery. Once they are known, the
BASrouters functions as their proxy.

A resident HTTPS web server allows for secure commissioning
and troubleshooting via a standard web browser. A reset
switch is provided on the router to return the unit to the
factory default IP and password settings. Five LEDs are
provided. The power LED indicates that proper power is
being provided. Two Ethernet LEDs indicate link status, data
activity, and data rate. Two EIA-485 LEDs indicate transmission
and reception of data.

Power LED
Power OK indicator

Reset Switch
Returns the unit to the factory
default IP and password settings.

Ethernet LEDs
Ethernet q - Monitor Ethernet activity
10/100 Mbps Ethernet with auto- k“\%’ N !
negotiation and Auto-MDIX. Protocols SR MS/TP LEDs
supported include HTTPS, IP, UDP, TCP, g "\h % Monitor MS/TP activity
and BACnet/IP. Uy
o
O MS/TP
e e
T?"‘T . 3-wire isolated EIA-485
Internal termination and bias connection with support for
jumpers are switchable from the 2-wire non-isolated devices
2-pin DIP switch.
2 DS-BASRTSX0-AAQ
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Web Page Configuration, Status and Diagnostics

Setup

Device Description:

Device Location:

1P Address:
Subnat Mask:
Default Gateway:
DNS1 Address:

DNSZ Address:

Ethernet Netwark:

Advanced

MS/TR MAC:

BACnet/|P UDP Fort 1:

BACnet/|P Netwark 1:

BASoutersx

High-Performance BACnet® Router

ASRTSX-00-00-01
749
ACnet Router SX

(0-4104302)

location

92.168.92.68
55.255.255.0 w
92.168.92.1

0.0.0

0.0.0

(0 - 85534) M

ACD

(Hexadecimal

(0 - 95534)

(@-127)

Status Save & Reboot Logout

About This Page

Use the sstup page to perform b
seftings for Device Parameters.
BACnet Ethernet, BACnetIP and)
MSTP

Device Parameters

Device Name (Defauit Value =
BASRTSX-xouxx): This is used to
configure 3 unique dsvice object
name for the device on the network.
It can be up to 80 characters and
«defaults fo a unigue name of the
form BASRTSX-XOCOUIX - where
the Xs are replaced with the final six
characters of the router's Ethernet
MAC address.

Device Instance (Default Value = 0):
The router's device instance is 3 22-
bit value (0-4.194 302). Do not use
4,194,303 which is reserved by
BACnet. Each BACnet device within
the same BACnet infernetwork must
have a unique devics instance. Ons
must be assigned to the
BASrouterSX.

Device Descripfion and Device

Location can be used to configure
addifional idenfifiable information for
the router They are blank by default

BEMD Enable [ aution: @nly one BEMD can be enabled per subnet)

() (BBMD must be enabled to accept FDR)
BEMD Logging Enable: []

Ermally

BBMD UDP Port

Accept FDR
valus

Options

Administration

BASrout

High-Performance BACn

BBMD

BAP Routing

Slave Proxy

Advanced

Broadcast Distribution Tabie

MSITP Backbone

Block Broadcasts to MSTP

BACnet Allowlist

Status

Onboard

Help

Save &Rebool Secondary BACnetIP UDP Port |0000

| (Hexadecimal e.g. BACT)

Secondary BACnetIP Network: |0

| (0-85534)

About This Pa

Public IP Address [0.0.00

Use the seiup d
settings for Device
BACnet Ethernet. BACnet1P and

MSTP.

Siave Prory Enable

Device Parameters Auto Slave Enable:

Name (Dt

his is used to
configure a unique device object
name for the device on the network

BBMD IP Address Broadcast Distribution Mask

255255255255 »

Broadcast Distribution Table

Entry No. IP Address Distribution Mask
1 192.168.3.3 255.255.255.255
2 192.168.4.3 255.255.255.255
3 192.168.5.3 255.255.255.255
4 192.168.6.3 255.255.255.255

Delete Entry No: E (1-50)

MS/TP Backbone:

MAC Address

© Enable ® Disable

Network:

Elock Full
Broadcast

Block Broadcast I-Am to MSITP

Slave Proxy Table

Apply

o

Vi ered Slaves

Slave Proxy Logging Enable:

Manual Slave Proxy Entry

Device Instance

Cancel

O Enable ® Disable

Entry Mo

R
E:';f;,r":h,,‘,’;';,mk: ) Enable @ Disable

Allowlist Status: ® Enable O Disab

MAC Address  Device Instance

128 4194300

BACnet Allowlist IP Address. Enabled

o o o o o o R o R W <

N | N Y
I N
N | N Y
I | N
[ I
I | N Y
I | N Y
I ) I
C ]

Delete Entry No: | [ J1-100)
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Web Page Configuration, Status and Diagnostics

ﬁ BACtrace.pcap [Wireshark 1.6.0 (SVN Rev 37592 from /trunk-1.6)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

BEee EEXEE aes T (EE QA #E% %
Filter: ~ | Expression... Clear Apply

Time Source Destination Protocol Length Info
1 0x00 0x01 BACnet 9 BACnet MS/|
2 0x00 0x02 BACnet 9 BACnet MS/|
3 0x00 0x03 BAChet 9 BACnet MS/|

A naenn Aaena AAr— A narear nac

<
= Frame 1: 9 bytes on wire (72 bits), 9 bytes captured (72 bits)
Arrival Time: Dec 31, 2011 18:00:00.266421120 Central Standard Time
Epoch Time: 0.266421120 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 9 bytes (72 bits)
Capture Length: 9 bytes (72 bits)

‘ Generate MS/TP Traffic Wireshark File

Setup Administration Advanced Status Save & Reboot Logout

BAS:out--5X

High-Performance BACnet®™ Router

Router Stat
auter us About This Page

MSITE Traffic In normal operation, the router
forwards broadcast 1-Am messages
received from the BACnetP side to
the BACnetMSTP side. For MS/TP

| devices with small memory, this may

calse an issue if they receive a

flood of I-Am-messages. When the

Block Broadcast [-Am feature is

enabled, the router does nof forward

the broadcast I-Am messages fo the

Foreign Device Table

IP Status

Current Router Status: View MSTP Status
View Diagnostic

Foreign Device Registrations:

IP Address: Port
10.0.0.103:BACO

Remaining Time
143

Firmware Version: 1.0.8

Capture/View MS/TP Frames

MAC Address 00:50:DB:55:44:EE

Without Extra Hardware

Current Time(UTC):  Mon Jan 29 22:12:40 2024

View IP Network Statistics

MSTP Device Status

(OO0 20 S0 0 SO0 G 70 (S (S O [ (2 3 e (150 e
---------------- LAN Interface Statistics:

36 37 38 39 40 41 42 43 44 45 46 47
45 49 50 51 52 563 54 55 56 57 58 59 60 61 62 63 RX packets 13881 bytes 2153456 (2.8 MiB)
64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 RX errors @ dropped ® overruns @ fr:ame -]
80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 TX packets 7587 bytes 7350247 (7.0 MiB) ..
TX errors @ dropped @ overruns @ carrier @ collisions @
96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111
112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127

Green=0nline Blue=Router MAC Gray=0ffline
Network Errors: 0

Statistics

B/IP 1In Packets  B/IP 1 Qut Packets BfIP 2 In Packets B/IP 2 Out Packets

E 7 L | e |

B/Eth In Packets B/Eth Out Packets MSTP In Packets MSTP Out Packets

0 e 2 | [4 |
TX PFM Count RX PFM Count TX Token Count ~ RX Token Count

[19686 | [ | [2599 | [2598 |

Invalid Long Frames Next Station SoloMaster

[0 | | | |FALSE |

CONTEMPORARY( :@NTROLS® 4 DS-BASRTSX0-AAQ



Data Sheet - BASrouterSX and BASrouterSX-GSA

Setup — System Settings

CONTRMPORARY  NTROLS

Setup Administration Advanced Status Save & Reboot Logout

BAS:outersx

High-Performance BACnet® Router

e

About This Page

Use the setup page to perform basic
setfings for Device Parameters,
BACnet Ethernat, BACnet/IP and
MSTP

]

/!
a

.

Device Parameters

Device Name (Defauif Value =
BASRTSXxxx): This is used to
configure a unigue device cbject
name for the device on the network.
It can be wp to 80 characters and
defauliz to a unique name of the
forrn BASRTSH- 00K - where
Device Name: |BASRTSX-00-00-01 | the Xz are replaced with the final six
- characters of the router's Ethernat
D I : - ]
evice Instance |2?4Q |.CI 4184302) MAC address.

fa

LA

/7

¥
i didwnsd

7

Device Description: | BACnet Router SX |

Device instance (Default Valve = 0):

Dewice Location: |Iucatinn | The router's device instance is a 22-
bit value (0-4.194.202). Do not use

4,194,303 which is reserved by

BACnet. Each BACnet device within
IP Address: |192.168.92.68 | the same BACnet internetwork must
Subnet Mask: 2552552550 have @ unique device nstance. One
must be assigned to the
Defaul: Gateway: |192. 16892 1 | BASrouterSx.
DNS1 Address: [0.0.0.0 | Devics Description and Dsvics
Location can be used to configure
DMNE2 Address: |0.D.D.D | additional identifiable information for
the router. They are blank by default
i More Information...
Ethernet Netwark: | 0 | (D - 55534) Mormally lesve =t 0. More Information
Need Support?
BACnetIF UDP Far: 1: | BACD | Hexadesimal value 2.9. BACD)
CQur staff of engineers is available to
BACHet/IP Metwork 1: |1 ||:C| - 55534) address any issues you may be
having.
MSITE MAC: | 0 | {0- 127} Please ufisil our website for more
information.
MS/TP Network [2001 |1- 85534
Max Masters: [127 [t1-127)
Max Info Frames: 100 |c1-10m
MSITF Baudrate: 38400 ~
MSITP Tolerance: [ Sirict @' Lenient

22024 Contemporary Conirel Systems, Inc. All rights reserved.

Release: 1.0.12

CONTEMPORARY( :@NTROLS® 5 DS-BASRTSX0-AAQ



Data Sheet - BASrouterSX and BASrouterSX-GSA

Setup — System Settings

Device Parameters
Device Name

Device Instance

Device Description
Device Location

BACnet/IP Parameters
IP Address
Subnet Mask

Default Gateway

DNS1 Address
DNS2 Address

Network Parameters

BACnet Ethernet Network

BACnet/IP UDP Port 1

BACnet/IP Network 1

MS/TP Parameters
MS/TP MAC Address

MS/TP Network

Max Masters

Max Info Frames

MS/TP Baud Rate

MS/TP Tolerance

Default Value

BASRTSX-XXXXXX

BACnet Router SX

Default Value
192.168.92.68
255.255.255.0

192.168.92.1

0.0.0.0
0.0.0.0

Default Value
0

BACO

Default Value
0

2001

127

100

38400

Lenient

Description

The unique default value ends with the last 6 characters of the unit’s Ethernet
MAC address. You can update it to up to 20 characters. This value must be unique
throughout the entire BACnet network.

The router device instance is a 22-bit decimal value (0-4,194,302). This value must
be unique throughout the BACnet network.

If you wish, enter a brief description. This entry is optional.
If you wish, specify a location for the device. This entry is optional.

Description
An IP address in dotted decimal format. The default IP address is 192.168.92.68.

The default value is 255.255.255.0 in the dotted decimal format. All devices on the
same subnet which communicate via BACnet/IP should use the same subnet mask.

Enter an IP Gateway address in dotted decimal format. Enter the same subnet
range.

IP address of domain name server

IP address of secondary domain name server

Description

16-bit decimal value (1-65534). Each BACnet network, regardless of technology,
must have a unique network number, including BACnet Ethernet. By retaining
the default value of 0, BACnet Ethernet routing is disabled — but not BACnet/IP
routing.

16-bit hex value (0O-FFFF) is set to BACO as the default value and should be used.
All BACnet/IP devices on the same BACnet network must have the same UDP port
assignment. For other assignments choose ports in the range from BAC1 to BACF
while verifying that these ports are available.

16-bit decimal value (1-65534). Each BACnet network, regardless of technology,
must have a unique network number. It is recommended that all subnets of the
same BACnet/IP network be given the same BACnet network number as well.

Description

Decimal value (0-127) represents the MAC address of the router’s MS/TP port.
Lower MAC address numbers are preferred.

16-bit decimal value (1-65535). Each BACnet network, regardless of technology,
must have a unique network number.

This 8-bit decimal value (1-127) represents the highest master MAC address in
the MS/TP network. If the highest value MAC address is unknown or if additional
devices are to be added in the future above the current highest MAC address, use
the default setting of 127.

This is the maximum number of messages (1-100) that can be routed onto the MS/
TP network by the router per token pass. Values above 20 are typical.

The baud rate of the MS/TP network can be 9600, 19200, 38400, 57600, 76800
or 115200 bps. All MS/TP devices on the same MS/TP network must use the
same baud rate. Auto-bauding devices will set their baud rates to that of the
BASrouterSX.

Affects the degree to which interoperability with devices is successful.
Lenient option causes less efficient traffic but optimizes interoperability.

NOTE: To disable BACnet/IP functionality on the router, set values for BACnet/IP UDP Port 1 and BACnet/IP Network 1 on the Setup
page along with the Secondary BACnet/IP UDP Port and Secondary BACnet/IP Network on the B/IP Routing page under the Advanced

tabto 0.

CONTEMPORARYC ONTROI_S®
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Setup — Date and Time
Year (YYYY) Month (MM) Day (DD)
Set the Year, Month and Day as well as the Hours, Minutes and Seconds. The current date oz | £ 29 ]
and time is appended to MS/TP captures that are viewed using Wireshark.
Set Time
NOTE: Date and time settings are stored in a supercapacitor-backed, real-time clock and will be Hours (nh) Minutes (mm) Secs (s5)
correct when power is lost for a short period of time. Typically, this is about one week. o] M2 Ea

[Apply | [ Cancel |

Setup — Configure Upload/Download st conngton s oes: (EEEEERRE o e hosen

Router settings can be uploaded or downloaded to and from your PC. Click Choose File to
select the configuration file from your computer and then click Upload to upload it to the
router. The router will check the file and if it is a valid configuration file, the router will reboot

using the settings from the uploaded file. Download Configuration e

By clicking on Save, the current router configuration is saved to your PC.

Setu p — Fi rmwa re U p I oad Select Firmware File to Upload : ‘ Choose File | No file chosen
New firmware can be uploaded to the BASrouterSX. Click Choose File to select the
firmware file from your PC, then press Upload.

NOTE: The firmware filename should not be changed and used as provided by
Contemporary Controls.

Certificate

Setup — Certificate Upload

Choose Certificate

Certificates can be uploaded to the BASrouterSX. First, select the type of [
certificate to upload from the Choose Certificate drop-down menu—

Private Key or Private Certificate. Then click Save. Certificate Upload

Click Choose File to select the certificate from your computer and then Upload Certficate to Router. SelectFile (ichooselhiel] No file chasen

click Upload.

After uploading both the private key and certificate, click Update
Certificates and Reboot to use the uploaded certificate and key files.
If there are any issues with the certificate, you may not be able to log [ Update Certificates and Reboot |

into the unit via its webpage. Press the reset switch to return to factory

installed key and certificate, default user ID/password (admin/admin), and default IP address (192.168.92.68).

NOTE: Wait 2 minutes for the update and reboot to complete, then access the unit.

Administration — Username and Password Router Access

User Type: \m{

Router Access allows you to choose the User Type and change Username and Password.

Username: ‘ |

You can choose the User Type from two options: Super User and Viewer Only. A Super
User can read device configurations and make changes, while Viewer Only cannot make
any changes.

Password: ‘ |

Confirm Password:

For Username and Password, each string is case sensitive and must be between 8 and 63
characters. The username can only use alphanumeric characters.

The password can use alphanumeric and special characters: ~l@#%/+[]{}_ and must contain at least one alphabet and one number.

Select Save.

CONTEMPORARYCONTROLS® 7 DS-BASRTSX0-AAQ



Data Sheet - BASrouterSX and BASrouterSX-GSA

Advanced — BACnet/IP Broadcast Management Device (BBMD)

Parameters Default Value  Description

BBMD Enable Unchecked Check to enable BACnet/IP Broadcast Management Device (BBMD) which
normally will also allow Foreign Device Registration (FDR).

BBMD UDP Port Primary The BBMD UDP Port drop-down menu identifies the Primary port as specified
on the System page and Secondary port which is specified on the B/IP Routing
page.

Accept FDR Unchecked Uncheck to disable foreign devices from registering with this router. Both

BBMD Enable and Accept FDR must be checked to allow Foreign Device
Registration.

BBMD Logging Enable Unchecked Enable only when there is a BBMD issue. This will add a considerable amount
of BBMD status information in the system log and could overwrite other
logging information. The system log can be read via Status ->Router ->View

Log.
Warning: If you enable BBMD when it is not needed, the router may BBMD Enable: (J (Caution: Only one BBMD can be enabled per subnet)
attempt to find devices that are not present and thus traffic flow will be BEMD UDP Port [Primary v
impaired and communication will suffer. Accept FDR: () (BBMD must be enabled to accept FDR)
BBMD Logging Enable: ]
Apply | Cancel |
Advanced — B/IP Routing
Parameters Default Value  Description
Secondary BACnet/IP UDP Port 0000 Enter secondary UDP port as a 16-bit hex value (0-FFFF) when operating with
two BACnet/IP networks. In this case use BACT if it is available.
Secondary BACnet/IP Net 0 Assign a network number unique from all other BACnet networks.
Public IP Address 0.0.0.0 If the BASrouterSX is being accessed through a NAT router then you'll need to
enter the public IP address of the NAT router here. If not, leave this value at the
default setting of 0.0.0.0.

This webpage allows communication via BACnet/IP through
a NAT router (IP router with a firewall enabled). If there

are no other BACnet/IP devices on the same subnet as the
BASrouterSX, then you can leave the Secondary BACnet/IP | Public|P Address: 10.0.0.0 |
UDP Port and the Secondary BACnet/IP Network at 0. You
must set the Public IP Address to the NAT router’s public IP

address. Apply | Cancel

If there are other BACnet/IP devices on the BASrouterSX’s

subnet, then you need to set a secondary port and a secondary network number. The secondary port, for example BACT1, will be used
by all local BACnet/IP devices. This is also known as 47809. The secondary network number will need to be different than any other
network number used in the system. Again, set the BASrouterSX public IP address to the NAT router’s public IP address.

Secondary BACnet/IP UDP Port: | 0000 |(Hexadecima| e.g. BAC1)

Secondary BACnet/IP Network: |0 |(0»55534)

The NAT router settings must also be modified. You must port forward one UDP port to the BASrouterSX's IP address. Use the
BACnet/IP UDP port 1 value specified in the BASrouterSX System webpage.

Refer to our BASrouters Application Guide for more details on how these parameters should be set.

CONTEMPORARYCONTROLS® 8 DS-BASRTSX0-AAQ



Data Sheet - BASrouterSX and BASrouterSX-GSA

Advanced — Slave Proxy

Parameters

Slave Proxy Enable

Auto Slave Enable

Slave Proxy Logging Enable

Auto Slave Table

Manual Slave Proxy Entry

Slave Proxy Table

Default Value

Off

Off

Off

Description

When enabled, the router will proxy MS/TP slave devices for clients. Slaves can
be discovered (when Auto Slave is enabled), and you can also manually enter
information about the slaves. When Auto Slave is disabled, MS/TP slaves must
be manually configured.

When enabled, MS/TP slaves will be automatically discovered if Slave Proxy is
also enabled.

Enable only when you have a slave proxy issue. This will add a considerable
amount of slave proxy status information in the system log and could
overwrite other logging information. The system log can be read via
Status->Router->View Log.

This table lists all discovered slave devices, manual and automatic. To view the
table, click View Discovered Slaves.

Enter the MAC Address and Device Instance for each slave device, and then
click Apply.

This table lists the slaves that have been manually entered.

Slave Proxy Enable:
Auto Slave Enable:

Slave Proxy Logging

MAC Address

Manual Slave Proxy Entry

View Discovered Slaves

O
Enable:

Device Instance

Slave Proxy Table

Entry No.

1

MAC Address Device Instance

128 4194300

Delete Entry No: ] \ ‘(1 -100)

CONTEMPORARYC ONTROI_S®
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Advanced — Broadcast Distribution Table (BDT)

Table or Screen Name Default Value

BBMD IP Address

Broadcast Distribution Mask (BDM) 255.255.255.255

Broadcast Distribution Table (BDT)

Description

Enter the IP address of every BBMD device on the internetwork. Do not
include the BASrouterSX’s own IP address. These entries (up to 50) will
appear in the Broadcast Distribution Table.

Use the default setting in almost all cases. If the BASrouterSX will
communicate through an IP router which can forward broadcasts, then set
the BDM to the subnet mask assigned to the destination subnet.

This table lists the IP addresses and BDMs of all the other BBMDs located
on the network. Entries can be deleted by entering the entry number and
clicking Delete Entry No.

BBMD IP Address Broadcast Distribution Mask

| [255.255.255.255 v|

Broadcast Distribution Table

[ Ccancel

Distribution Mask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

Entry No. IP Address

1 192.168.3.3

2 192.168.4.3

3 192.168.5.3

4 192.168.6.3
Delete Entry No: | | (1-50)

Advanced — MS/TP Backbone

MS/TP backbone allows BACnet communication to occur in some special cases, for example when two routers are connected
via MS/TP. In this scenario, the BACnet/IP devices on either side of the routers have no idea of the MS/TP link in between. This
results in the messages being dropped because of smaller size of the Max APDU on the MS/TP side. Enabling this feature

allows the BACnet/IP devices to work properly.

MS/TP Backbone:

O Enable @ Disable

CONTEMPORARYC ONTROI_S®
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Advanced — Block Broadcasts to MS/TP

In normal operation, the router forwards broadcast I-Am messages received from the BACnet/IP side to the BAChet/MSTP
side. For MS/TP devices with small memory, this may cause an issue if they receive a flood of I-Am messages. When the Block
Broadcast I-Am to MS/TP Network feature is enabled, the router does not forward the broadcast I-Am messages to the
MS/TP side.

The Block Full Range Who-Is Broadcast to MS/TP Network feature will block Who-Is requests which are targeted to the full
range of BACnet device instances. This is typically used when performing a BACnet device discovery process. This feature can
be used to hide MS/TP devices after they have been brought into a head-end. Who-Is requests for a specific device instance
will still be passed to the MS/TP network.

Block Broadcast I-Am to MS/TP

Network: O Enable @ Disable
Block Full Range Who-Is .
Broadcast to MS/TP Network: O Enable @ Disable

Advanced — BACnet Allowlist

This page can be used to restrict BACnet/IP traffic in the BACnet/IP side. Once it is enabled, only the devices whose IP address
is added are allowed access.

Allowlist Status: ® Enable O Disable
BACnet Allowlist IP Address Enabled
192 |[188 [[92 |[144 |
] O
I O
I O
] O
N O
W ] O
I O
I O
I O
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Data Sheet - BASrouterSX and BASrouterSX-GSA

Status — Router Status

The View MSTP Status button reports the instantaneous MS/TP
and BACnet/IP state of the router. The MS/TP states are Current Router Status: | View MSTP Status |
documented in the MS/TP portion of the BACnet standard. The

page refreshes automatically.
NOTE: “Network Errors” provide a count of BACnhet MS/TP
network errors, such as invalid frames, partial frames, bad CRC,
wrong data length, or silence timer greater than 100 ms. “Next
Station”is the MS/TP MAC address of the device to which the MSTP Device Status

router will next pass the token. This value may change if devices leave | [ il 2 S5 5 S0 60 7 BN S0 o) i 721 71 i) 55
or enter the network and when the router searches for devices on the | 15857 i 20201 21 22] 255 2 253 2 7y ey 263 20y s

32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

network, per the BACnet MS/TP standard. 48 49 50 51 52 53 54 55 56 57 58 50 60 61 62 63
64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79

The B/IP packets are the BACnet/IP packets received and transmitted | e 81 82 83 84 85 85 87 88 89 90 91 92 93 94 95
by the BASfOUterSX for eaCh Conﬁgured UDP port. 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111

12 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
B/Ethernet are the BACnet Ethernet packet counts. Green=Online  Blue=Router MAC ~ Gray=Offline

If the Invalid Large Frames is high, there could be a bias or Network Errors: 0

termination issue.
. Statistics
The View Log button provides the BASrouterSX log file. If you have

enabled BBMD or Slave Proxy logging it will be visible in this screen.
The log is erased if the BASrouterSX loses power. Refresh this view to
see new logging information.

B/IP 1In Packets  B/IP 1 Out Packets BfIP 2 In Packets B/IP 2 Out Packets

3 o | o | [0 |

B/Eth In Packets B/Eth Out Packets MSTP In Packets MSTP Out Packets

. . . , . . [ | [o E: | [4 |
The View Diagnostic button provides the BASrouterSX diagnostic
ﬁIe TX PFM Count RX PFM Count TX Token Count  RX Teken Count
' [19686 | | | [2599 | [2898 |
Invalid Long Frames Next Station SoloMaster
BASrouterSX User Log:
[1 | [FALSE |

Executing /app/scripts/startup...
Synchronizing state of ssh.service with SysV service script with /lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install disable ssh

rm: cannot remove ‘/data/tmp/*': No such file or directory

ERROR: Module headers not properly enabled: /etc/apache2/mods-enabled/headers.load is a real file, not touching it
Considering dependency authn_core for auth_digest:

Module authn_core already enabled

Module auth_digest already enabled

ERROR: Module socache_shmcb not properly enabled: /etc/apache2/mods-enabled/socache_shmcb.load is a real file, not touching it
ERROR: Could not enable dependency socache_shmcb for ssl, aborting

Considering dependency setenvif for ssl:

Module setenvif already enabled
Considering dependency mime for ssl:
Module mime already enabled Diagnostic Information:
Considering dependency socache_shmcb f -
ERROR: Module rewrite not properly ena
/app/scripts/startup: 33: echo: echo:
/app/scripts/startup: 44: echo: echo:
CGI: Can't read viewer username and pa

Unit Time:

Mon Jan 29 22:89:49 UTC 281

rm: cannot remove '/data/config/bdt.cf]
rm: cannot remove '/data/config/slaves
Executing /scripts/network_up... Dmesg:
rm: cannot remove '/data/config/init.i
/app/scripts/settingsChange: 58: kill:
/app/scripts/settingsChange: 58: kill

/app/scripts/settingsChange: 58: kill:
rm: cannot remove '/data/config/init.i
rm: cannot remove '/data/config/logout]
srtCX: basrtSX: bbmdInit: LocalIP=10.¢
Jan 29 21:34:13 arm basrtCX: basrtSX:

Jan 29 21:34:13 arm basrtCX: MS/TP: Se

0.000000] Booting Linux on physical CPU exe

0.000000] Linux version 4.19.191-bone67 (compiler@compiler) (gcc version 8.4.8 (GCC)) #20 PREEMPT Wed Apr 13 11:13:46 CDT 202
©.000000] CPU: ARMv7 Processor [413fc@82] revision 2 (ARMv7), cr=58c5387d

0.000000@] CPU: PIPT / VIPT nonaliasing data cache, VIPT aliasing instruction cache
0.000000] OF: fdt: Machine model: TI AM335x BeagleBone Black

0.000000] Memory policy: Data cache writeback

0.000000] efi: Getting EFI parameters from FDT:

©0.000000] efi: UEFI not found.

©.000000] cma: Reserved 48 MiB at ox9deoeeee

0.0000008] On node © totalpages: 131872

©0.000000]  Normal zone: 1152 pages used for memmap

©.000000]  Normal zone: @ pages reserved

©.000000]  Normal zone: 131872 pages, LIFO batch:31

0.000000] CPU: All CPU(s) started in SVC mode.

0.000000] AM335X ES2.1 (neon)

0.000000] random: get_random_bytes called from start_kernel+0x83/@x404 with crng_init=e
©.000000] pcpu-alloc: s@ re@ d32768 u32768 alloc=1%32768

0.000000] pcpu-alloc: [0] @

0.000000] Built 1 zonelists, mobility grouping on. Total pages: 129920

0.000000] Kernel command line: console=tty0e@,1152@en8 root=/dev/mmcblklpl ro rootfstype=ext4 rootwait
0.000008] Dentry cache hash table entries: 65536 (order: 6, 262144 bytes)
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Status — MS/TP Traffic

The BASrouterSX can view MS/TP traffic from the Ethernet side of the router.
This is a helpful feature when verifying proper MS/TP network activity without
the need of installing specialized interfacing hardware to the MS/TP bus. As a
background task, the BASrouterSX continuously records, approximately, the
last 32,000 messages sent over MS/TP —including both data and token passes.
By selecting the Generate MS/TP

Wireshark File, those last 32,000 messages [lBACicepcap Wireshark 160 (SVN Rev 37592 from /irurk 16)

are Converted to a "pcap"formatﬁle for File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o oo Buoee CEXEE AesDTL QaaQ B #Bm% 8
viewing by a Wireshark protocol analyzer.

| Generate MS/TP Traffic Wireshark File |

| View MS/TP Traffic

. . . . Filter: ~ | Expression... Clear Apply
Once the conversion s made' CIICk the VleW Time Source Destination Protocol Length Info
MS/TP Trafﬁc button to Send the Captured 1 0x00 0x01 BAChet 9 BACnhet MS/TP Poll For Master
) 2 0x00 0x02 BACnet 9 BACnet MS/TP Poll For Master
file to the attached PC for Wireshark 3 0x00 0x03 BACnet 9 BACnet MS/TP Poll For Master

A _nenn Nena  nAreas A PArens mc /0 ATl e M

viewing. BACnet protocol decoding is built  |*! I
. . = Frame 1: 9 bytes on wire (72 bits), 9 bytes captured (72 bits)
into this free but powerful protocol Arrival Time: Dec 31, 2011 18:00:00.266421120 Central Standard Time
anal zer Epoch Time: 0.266421120 seconds
y . [Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]

NOTE: You must have Wireshark on [Time since reference or first frame: 0.000000000 seconds]
. . Frame Number: 1
installed on your PC to view the .pcap file Frame Length: 9 bytes (72 bits)

Capture Length: 9 bytes (72 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: mstp]
= BACnet MS/TP, Src (0), Dst (1), Poll For Master

Preamble 55: 0x55
Preamble FF: Oxff
Frame Type: Poll For Master (1)
Destination Address: 1
Source Address: 0
Length: 0

@ Header CRC: Oxf5 [correct]

ALE55 ff 01 01 00 00 00 f5 00

Status — Foreign Device Table

If BBMD and FDR are enabled on the
Advanced->BBMD page, this table will report
all devices that have registered with the IP Address: Port TTL Remaining Time
BASrouterSX as Foreign Devices and how long 192.168.3.3:BACO 300 143
they will remain registered unless a
re-registration occurs. Information includes IP address and port number, time-to-live, and remaining time of each lease. Up to
147 entries can be accommodated.

Foreign Device Registrations:

Status — IP Status

This read-only page reports the BASrouterSX Firmware Version, MAC
Address, Current Time, and IP Network Statistics.

Firmware Version: 1.0.8

MAC Address: 00:50:DB:55:44:EE

o Current Time(UTC): Mon Jan 29 22:12:40 2024
LAN Interface Statistics:

| View IP Network Statistics |

RX packets 13081 bytes 2153456 (2.@ MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 7887 bytes 7350247 (7.0 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @
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Protocol Implementation Conformance Statement (PICS)

CONTEMPORARYCONTROLS
BASrouterSX

BACnet® Multi-Network Router with Optional GSA Compliance

BACnet Protocol Implementation Conformance Statement (Annex A)

Date: November 14, 2024

Vendor Name: Contemporary Controls

Product Name: BASrouterSX/BASrouterSX-GSA
Product Model Number: BASRTSX-B/BASRTSX-B-GSA

Applications Software Version: 1.0.2 Firmware Revision: 1.4.3 BACnet Protocol Revision: 15
Product Description: BASRTSX-B/BASRTSX-B-GSA BACnet® Multi-Network Router with slave proxy
support and optional GSA compliance.
BACnet Standardized Device Profile (Annex L):

X1 BACnet Router (B-RTR)

[X] BACnet Broadcast Management Device (B-BBMD)

List all BACnet Interoperability Building Block Supported (Annex K):
DS-RP-B Data Sharing — ReadProperty — B DS-RPM-B Data Sharing — ReadPropertyMultiple — B
DM-DOB-B Device Management — Dynamic Object Binding — B DM-DDB-B Device Management — Dynamic Device Binding — B
NM-RC-B Network Management — Router Configuration — B NM-BBMDC-B Network Management — BBMD Configuration — B

Segmentation Capability:
[ Able to transmit segmented messages
[ Window Size: Able to receive segmented messages
Window Size:

Standard Object Types Supported:
Object Type Supported Can Be Created Can Be Deleted

Dynamically Dynamically
Device No No
No optional properties are supported. NOTE: The above object is directed supported on the router. The router will
pass to the appropriate network all BACnet communications not directed to the router.

Data Link Layer Options:
[X] BACnet IP, (Annex J)
[XI BACnet IP, (Annex J), Foreign Device
X ISO 8802-3, Ethernet (Clause 7)
[J ANSI/ATA 878.1, EIA-485 ARCNET (Clause 8), baud rate(s):
X MS/TP master (Clause 9), baud rate(s): 9600; 19,200; 38,400; 57,600; 76,800; 115,200
[0 MS/TP slave (Clause 9), baud rate(s):
[ Point-To-Point, EIA 232 (Clause 10), baud rate(s):
[ Point-To-Point, modem, (Clause 10), baud rate(s):
[ LonTalk, (Clause 11, medium:
[ Other:

Device Address Binding:
Is static device binding supported? (This is currently necessary for two-way communication with MS/TP slaves and
certain other devices.) X Yes [] No

Networking Options:
X Router, Clause 6 — routing between BACnet/IP, ISO 8802-3, and MS/TP
[ Annex H, BACnet Tunnelling Router over IP
[X] BACnet/IP Broadcast Management Device (BBMD)
Does the BBMD support registrations by Foreign Devices? [X] Yes [] No

Character Sets Supported:
Indicating support for multiple character sets does not imply that they can all be supported simultaneously.
X 1ISO 10646 UTF-8

If this product is a communication gateway, describe the types of non-BACnet equipment/network(s) that the
gateway supports: No gateway support.

November 14, 2024 PI-BASRTSX-AAQ
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Wiring Diagrams

Since the routers incorporate a half-wave rectifier circuit, it the signal common (SC) on the product must share the

can share the same 24 VAC power with other half-wave reference used by the 2-wire devices. This is accomplished by
rectified devices. It can also be powered from a 24 VDC tying the SC pin to COM on the product and by grounding
source. A redundant power connection exists for back-up the low-side of each power supply on all connected devices.
power schemes. In this way all EIA-485 transceivers share the same earth

The routers incorporate a 3-wire optically-isolated EIA-485 ref.erenc'e. Notice that the SC pin is signal common and not a
interface for the serial connection, allowing better circuit shield pin. For' sh@ld f:onnec:_tlons, use the SH pin. Fa?r-end
protection and noise immunity. To connect to other 3-wire external termination is required as shown. Termination and
devices simply make a one-to-one connection to the other bias is switchable from the 2-pin DIP switch on the front of

devices. But when connecting to 2-wire non-isolated devices, the unit.

MS/TP Physical Layer Connection Options (2-wire MS/TP Bus)

For MS/TP devices that share a power source with the BASRTSX-B
2-wire MS/TP Network with Shared Power Source

Termination and BASRTSX-B Connect shield to chassis at only one point 120 Q

bias applied / \
internally —
ol 0 EEErECA NI\
» — ® \/ v &
- |SH &S &%
] :
1 ™ :
com | & : D+ D- D+ D
SH | Qf-f-r- <—| Up to 31
EIA-485 | /77 If connecting the Full-load
cable shield to the SH pin, | 24Y Gnd | MS/TP Devices | 24V Gnd
then the 4 pin — Q Q

must also be
tied to chassis.

HIB
HI
coM

e

(optlonal) NOTE: This is required if SC connects to COM as shown. If LO
does not connect to earth, then SC must be connected to earth.

For MS/TP devices that use a power source separate from the BASRTSX-B
2-wire MS/TP Bus with Separate Power Sources

Termination and BASRTSX-B Connect shield to chassis at only one point 120Q
bias applied / \
internally + s N W/Q/A YAl
LS a s
S % | Y% v\ ]
scC - :
con | QP : é g S
: D+ D- D+ D-
sH | S S 4———‘ Up to 31
. s Full-load
ETA-485 If connecting the 24V Gnd MS/TP Devices 24V Gnd
power | able shield to the SH pin, [N\ SN
then the pin —
HIB ® must also be
tied to chassis.
H | S
com | &
A S .
7
HI HI HI
24 VAC 24 VAC 24VAC
Lo Lo Lo
Earth Earth Earth
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MS/TP Physical Layer Connection Options (3-wire MS/TP Bus)

For MS/TP devices that share a power source with the BASRTSX-B
3-wire MS/TP Network with Shared Power Source

Termination and BASRTSX-B Connect shield to chassis at only one point 1200

bias applied / ﬂ
internally — A
+[® \
matill N -
TS J T
com |® ; A !6
SH |11+ 4—‘
! . D+ C D—- D+ C D—-
EIA-485 | /77 If connecting the Up to 31
cable shield to the SH pin, Full-load
then the /% pin 24V Gnd MS/TP Devices 24V Gnd
must also be @
HIB tied to chassis.
- NS
com | N
2 | O NN ! <—|
7
HI
24 VAC
LO
M
(optional) NOTE: This is required if SC connects to COM as shown. If LO
/77 does not connect to earth, then SC must be connected to earth.
For MS/TP devices that use a power source seperate from the BASRTSX-B
3-wire MS/TP Bus with Separate Power Sources
Termination and BASRTSX-B Connect shield to chassis at only one point 120 O
bias applied / \
internally —
S A
sc @ l ] /
. | vV
com | : é é
st _® Ty D D+ C D D+ C D
EIA-485 | /77 Up to 31
If connecting the Fu"'loaq
Power | cable shield to the SH pin, 24V Gnd MS/TP Devices 24V Gnd
— then the 4 pin o @ ® N\
HIB | must also be
HI ® tied to chassis.
coMm |
A | Sty C—
7
HI HI HI
‘ ‘ 24 VAC ‘ ‘ 24 VAC ‘ ‘ 24 VAC
LO
¢ Lo Lo
M *
. " !
(optional) (optional)* (optional)*
/77

* NOTE: This is required if SC connects to COM as shown. If LO does not connect to earth, then SC must be connected to earth.
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Connector Pin Assignments Mechanical Drawings
Ethernet EIA-485 097
25 mm i
Pin | Function Pin | Function Sooo 5o
§ ical
1 | TD+ + Signal High 15 mm  (Pica)
2 | TD- - | Signal Low 1
3 | RD+ SC | Signal Common """ i Bek oracht star O O PWR
A comm e ot L LS
4 N/C COM | oV ':g;;"m LT
EIA-485 LEDs ractivity | 100 bps Link
5 | N/C SH | Shield (Chassis) 257 RESETO
65 mm
6 | RD- -
7 N/C Power (Default : 192.168.92.68/24) @
BACnet/IP Network : DLAN
8 N/C Pin Function (Default : 1) ETHERNET
Baudrate : {:MS TP
HIB | Redundant Power (Default : 38400) d 5.15” s
MAC Address : 131
173456738 HI | DC+ or AC High & ettt 0) {msrTe ] mm .
‘© MS/TP Network :
COM | OV or AC Low @ oetaut 200 (ms/Te ) o
zZ Max Masters : EIA-485 TX RX
7 | chassis 5 | Tt (e
ﬁ Max Info Framf:e;auln = @ TERM E
= Tolerance : Q@ *
(Default : Lenient) @ ® -
sC
commeonser Conrrols 87| (2
BASrouterSX igh performance eacnet Route:EA‘ € %) SH
A,
e B
3.95” (distance to DIN-rail) _|(typical)
100 mm i

Panel Mount

3.794”
3.1097 96.37 mm

78.97 mm

! |_LJ LJ—
4 0000 24 VDC £ 10% 7W R
pwR ARl Eihernet eDs |
T DO+ or AC HE (snc) - - statO O PWR

A
7 COMHLHIB GO ot omy - T
poreen [ b tink
EIA-485 LEDs forackvty | 40 Waps Link
RESET 0
IP:
(Default : 192.168.92.68/24) @
BACnet/IP Network :
et (1an)
Baudrate :
MS/TP ETHERNET
5.968” (Default : 38400) E]
151.59 mm MAC Address : s
e (/T )
u MS/TP Network : N
5.146 (Default : 2001) MS/TP
130.71 mm Max Masters : @ EIA-485 ™ (O O Rx
(Default : 127)
Max Info Frames : ?
: TERM
(Default : 100) @ F
Tolerance : +
(Default : Lenient) @ -
sc
CONTEMPORARY E bNTROLS® “g’%“s 0.406” con
wo 58 e 10.31 mm <
\BAS"OU'E"SX High Performance BACnet Router c € l
A4

v
|
v
v 0.25”
0.187” 6.35 mm T T 1.86”
4.75 mm 47.24 mm
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Specifications
Power Requirements (Class 2 Circuits Only)
Input Power 24VAC +£10% 3 VA 47-63 Hz or 24 VDC £10% 2 W
Operating Temperature -40°C to +75°C
Storage Temperature -40°C to +85°C

Relative Humidity
Protection
Communication

Compliance
Protocols Supported
Data rate

Physical layer
Cable length (max)
Port Connector

LEDs

Regulatory

10-95%, non-condensing
IP30
Ethernet

IEEE 802.3
BACnet/IP, ISO 8802-3
10 Mbps, 100 Mbps

T10BASE-T, T00BASE-TX
100 m
Shielded RJ-45

L (Link) Green = link, Flash = activity
S (Speed) Green = 100 Mbps, Yellow = 10 Mbps

CE Mark; CFR47, Part 15 Class A; RoHS
UL 61010, C22.2 #142-M1987

RRA Registration of Compatibility:
Clause 3, Article 58-2 of Radio Waves Act

Ordering Information

MS/TP

ANSI/ASHRAE 135 (ISO 16484-5)
BACnet MS/TP

9.6, 19.2,38.4,57.6,76.8, 115.2 Kbps
MS/TP node limit: 254 devices total,
31 full-load devices per segment

EIA-485
1200 m (1000 m if using 115.2 Kbps)
5-pin removable terminal

Tx Green = activity
Rx Green = activity

RoHSV

UL C€E © E €
|

4EA4

Model RoHS
BASRTSX-B W
BASRTSX-B/P Vg

BASRTSX-B-GSA W

United States
Contemporary Control
Systems, Inc.

Tel: +1 630 963 7070
Fax:+1 630963 0109

info@ccontrols.com

Description

BACnet/IP to MS/TP to Ethernet Router with SSL

BACnet/IP to MS/TP to Ethernet Router with SSL Panel Mount

BACnet/IP to MS/TP to Ethernet Router for GSA

China
Contemporary Controls
(Suzhou) Co. Ltd

Tel: +86 512 68095866
Fax: +86 512 68093760

info@ccontrols.com.cn

www.ccontrols.com

United Kingdom
Contemporary Controls Ltd

Tel: +44 (0)24 7641 3786
Fax:+44 (0)24 7641 3923

ccl.info@ccontrols.com

Germany
Contemporary Controls GmbH

Tel: +49 341 5203590
Fax: +49 341 520359 16

ccg.info@ccontrols.com
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